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Session 1: Integrated Cyber-Physical Security & Accountability for the 
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Authentication & Accountability Models in Financial Flows

Prof. Atta Badii, Critical-Chains project coordinator, University of Reading

Å Chair of Secure Pervasive Technologies at the Department of Computer Science, University of Reading, 

leading the Data Intelligence Research Lab    

Å Project coordinator of Critical-Chains, and previously VideoSenseCentre of Excellence amongst many 

projected coordinated and led in collaborative international research.

Å Pioneered several paradigms and architectures with significant contributions to high impact research 

and innovation e.g. in the areas of high-speed real-time hardware assisted malware intrusion 

detection, secure semantic middle-ware framework, IOT-enabled X-as-service, robotic cognitive 

control, multi-modal multi-media indexing and semantic-cooperative search, image processing, secure 

computation, context-aware privacy engineering. 

Dr. AlperKanak, ERARGE - ErgünlerCo. Ltd. R&D Center

Å R&D Director in ERARGE

Å published more than 25 papers in the fields of privacy-security-trust models, biometric security, speech 

and language technologies, semantic web, smart city, ontology design and image/video processing

Å ŎƻƴǘǊƛōǳǘŜŘ ǘƻ ¢ǳǊƪŜȅΩǎ L/¢ ǎǘǊŀǘŜƎƛŜǎ ŀǎ ǘƘŜ ƴŀǘƛƻƴŀƭ ǊŜǇǊŜǎŜƴǘŀǘƛǾŜ

Å lead biometric studies and AUTHaaSwith a deep focus on ENISA taxonomy, supporting semantic 

studies and ontology design 
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Authentication & Accountability Models in Financial Flows  
Critical-Chains Consortium

9

Atta Badii, Alper Kanak, Salih Ergün

atta.badii@reading.ac.uk , alper.kanak@erarge.com.tr , salih.ergun@erarge.com.tr

mailto:atta.badii@reading.ac.uk
mailto:alper.kanak@erarge.com.tr
mailto:salih.ergun@erarge.com.tr
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Cybercrime is the most commonly 
experienced fraud- 31% globally (2018)

Data analytics detectedonly 1% of frauds inthe UK 
(compared to aglobal average of 4%)as of 2018

#users attacked by banking malware (like Trojans) was 
about 900 thousand with ~16% increase as compared to 
2017

#users who encountered Android banking malware 
tripled to 1.8 million worldwide. 

Cyber criminals have netted $4.3 billion from digital 
currency exchanges, investors and users in 2019.

Image from https://www.piqsels.com

Digital technologies are profoundly changing the financial
sector, but alsoa source of massive threat

Financial Sector Challenges: Security -Accountability

https://cointelegraph.com/news/cyber-criminals-netted-43b-from-crypto-related-crime-in-2019-study
https://www.pwc.co.uk/services/forensic-services/insights/global-economic-crime-survey-2018---uk-findings.html
Kapersky.Financial Cyber threats in 2018.March 07, 2 https://securelist.com/financial-cyberthreats-in-2018/89788/ (accessed November 11, 2019). 
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Cyber-Physical Risk Exposures Evolving 
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Cyber threats 
and frauds are 

increasing 
(>40%  in 3 

years)

Cyber threats and 
frauds cause 

gigantic economic 
loss (US$13MĄ

US$18.5M/compa
ny from 2014 to 

2017years)

Financial Entities 
(banks, 

governmental 
organizations, 
stock markets, 

etc) are accepted 
as CIs

IoT has become 
indispensible in 

Banking and 
finance sector 

(usage of mobile 
banking/payments 
>52%, 28% only by 
smartphone users

ÅCyber-physical Security

IoT is 
booming 

(#connected 
devices > 

75B in 2025

Blockchain can  
reduce time & 

costs of 
contracting 

processes by 
ǎŀǾƛƴƎ  ϵмо-18B 

/year

Blockchain 
industry is 
booming

ÅBlockchain 

ÅInternet of Things (IoT)
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Responsive Measures

Increased digitization, growing complexity of cyber-attacks certain sectors/subsectors more critically exposed e.g. 
banking, and financial market infrastructures as part of critical infrastructure

12

Asymmetries: New Kids on the Block sometimes Operating in a Regulatory Void

Support cyber security, privacy, accountability and efficiency

Enable the rapid adoption of cybersecurity best practices in the domain

Conducting stress and resilience testing across systemic financial market 
infrastructures and institutions

Digitally transformative innovation 

Standardisation

Need to promote common standards 

Need to ensure harmonised compliance assurance  

Compliance Audit required to confirm compliance status of processes  
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Priority Objectives towardsSecurity-Accountability in   the Emerging 
Financial Sector 
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Enhance the regulation, 
accountability, infrastructure 

security and cost- effectiveness of 
financial markets and insurance 

processes to support the 
development of the European 

open market.  

Protect Europe against illicit 
transactions, illegal money trafficking 
and fraud that can take place through 

the banking system clearing and 
financial transactions settlement 

process. 
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ÇCritical-Chains Main Framework:
ÁCloud-based data transmission, communication 
Áand financial transactions horizontal framework

ÇCyber-Physical Security as a Service:
ÁBlockchain-as-a-Service
ÁAuthentication-as-a-Service: Authentication and 
Áauthorization services using secure IoT sticks and 
Ábiometric authentication.
ÁCryptography-as-a-Service
ÁData and information security and privacy preservation 
Áat all layer of cloud

ÇFlow Modelling-as-a-Service:
ÁData flow and information modelling

ÇCritical-Chains-supported Compliance Audit

Critical-Chains Innovation
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Critical-Chains Solution Stack

15

Applicable 
through Secure IC 

Components

Biometric 
Authentication

Applicable through 
smart IoT devices

Applicable 
through Secure 

Sticks

Applicable through 
portable devices

Blockchain-based Data 
Integrity

Insurance 
Companies

Governmental 
Bodies, Authorities

Users, worldwide

Banks, CCPs, Financial 
Infrastructures

Critical-Chains over Cloud

X-as-a-Service 
(Cyber-physical security-aaS,

Blockchain-aaS, 
Authenticaton-aaS,

Crypto-aaS,
Hardware Security-aaS,      

Flow modelling-aaS)

Cyber-Physical 
Security

Financial Infrastructures 
Flow & Information 

Modelling

Secure & Smart 
Contracts

Accountability with 
Triangular Model 
(Hands-together)

Applicable in 
ATMs

Secure 
Transactions

Biometric 
Authentication

Inter-bank and Internet 
Banking Flow & 

Information Modelling

Zero-knowledge 
Proof

Improved Security with 
Hardware-based 

solutions

Technology Acceptance 
Model for fast market 

uptake

IoT functionality 
with Linksmart

Fast Resilience 
Assessment, 

Intrusion detection, 
cyber preparedness

Threat 
Intelligence

Security-Privacy 
Contexts& Semantic 

Modelling

Fight against Financial 
Crime & Money 

Laundering
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Coping with the possible new risks 

arising from the compliance with new 

directives

Critical-Chains security measures for Blockchain transactions can also be used for cryptocurrencies
TRLs ranging from 5-6 initially and 7-9 as final deliverables

Needed for security, privacy, 

personal data protection and 

accountability requirements Development of new/enhanced, 
parameterized, automated and 
collaborative ICT tools for the 

financial sector

Delivering tools for making the 
exfiltration of data for attackers 

unattractive

Both for ódata at restô and 'data in 

transit'; considering incipient trends 

(e.g. digital on-boarding based on 

biometric data) 

Enhanced collaboration with 

CERTs/CSIRTs

Expected Results 
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Whatɧs new?

New accountability 
model by adding 
authorities in the 

decentralised network

New authentication/ 
authorisation mode 

with IoT-enabled 
cyber-physically-
secure sticks and 

biometric 
authentication over 

blockchain

Elastic cyber-physical 
security and AI in the 
form of X-as-a-Service 

services over an 
integrated web-based 

cloud platform 
(holistic approach)

More resilience with 
hardware-based 
cyber-physical 

security servicesin 
XaaS form and 

smarter with effective 
flow and information 

models

Data integrity with 
blockchain & Audit 
and Compliance 

models applicable to 
the context.

Sobjective 
assessment of 

technology and its 
uses in practical 
Fintech world

17
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Target End Users

18

Use Cases 
and 

Target 
Sectors

Financial Sector, 
Internet Banking, 
Inter-Banking, 
Clearing

Insurance 
Processes

Highway Toll 
Collection
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The Accountability Model

19

Accountability-by-design
where financial authorities 
are put in multiparty 
blockchain-enabled triangular 
integrity and security for legal 
framework and further 
accreditation. 
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The Concept

20

Blockchain

IoT

Cyber-
Physical
Security

Not only Blockchain can improve accountability and efficiency! We need a holistic approach

Å IoT-enabled heterogeneous 
Communication infrastracture

Å Controller connection
Å Decentralized trusted 

collaboration 
Å Cross-hierarchical and cross-

sectoral working
Å Accountability at all layers

Securedata transmission among IoT nodes, 
systems and services
Effective Authentication and authorization
Credentials verification of stakeholders
Device and nodes security and safety against CPS 
attack
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Hardware-based Solutions

21

²Ƙȅ ŘƻƴΩǘ ǿŜ ƳŀƪŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘƻ ōƭƻŎƪŎƘŀƛƴ-based main framework simpler and more secure? 
FIDO-compliant Authentication-as-a-Service

SecureStick, a multipurpose authentication 
token, designed in Critical-Chains 

(FIDO- and GDPR-compliant)

Facial signatures are encryptedand 
biohashedbefore loading

Match-on-Device 
(what you 

have+know)

Biometric 
(who you are)

Person Authentication Node Authentication

Secure Distance Boundingintegrated with 
La9/Ωǎ ǎǇŜŎƛŦƛŜŘ .[9chip (designed for IoT-
enabled payment systems in Critical-Chains)

Vulnerability Assessment
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Hardware-based solutions

22

²Ƙȅ ŘƻƴΩǘ ǿŜ ŜƴŎǊȅǇǘ ǘƘŜ Řŀǘŀ ōŜŦƻǊŜ ƛƴƧŜŎǘƛƴƎ ƛƴ ǘƘŜ ōƭƻŎƪŎƘŀƛƴ Κ
(if the solutions are fast enough with high throughput and assure the security)

According to YŜǊŎƪƘƻŦŦǎΩǎassumpion, a cryptosystem cannot 
be accepted as secure if the cryptographic keys are 

predictableand the secrets are cancelable(once 
compromised compromisd forever).

Pseudo-random number generators (guessable) and Physical 

Unclonable Functions (PUFs- static) are not sufficient

The solution is the hardware-based Truley Random Numbers 

applied in Hardware Security Modulesand node 
authentication

Varius alternatives improved in Critical-
Chains, based on Chaos© theory or ring 

oscillators, all fulfills NIST-800-22

Prigm©, Hardware Security Module with very 
high throughput (e.g. up to 1 Gbit/s TRNG), 

EAL4+ soon
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Hardware-based solutions
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HSM, at server side, enabling 
Å Hardware Security-as-a-Service (at HW level)
Å Crypto-as-a-Service(at SW level)

Å Utilises the True Random Number Generator 
Å On-the-line randomness test
Å Symmetric and Asymmetric Cryptography (AES, 3DES, ECDSA, RSA, 

customised algorithms)
Å Public Key Cryptosystem (PKCS#11)
Å Resilient against tamperingattacks
Å Very high througput suitable for big data application
Å Background: 12 patents, 50+ papers
Å New techniques for vulnerability analysis based on non-linear signal analysis 

techniques
Å 9 international papers so far (1 journal + 8 conf) within the Critical-Chains
Å Presentation in 5 conferences
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A More Robust 
Reconfigurable 

Transient-Effect based 
RNG 

Metastability-
based random 

number 
generator

Random Number 
Generator Based 

on Irregular 
Sampling of 

Regular 
Waveform (isrw) 

Correlation-
based 

cryptanalysis of 
ring oscillators 

Achievements in the Forefront of Technology Innovation

24

A Robust Random 
Number Generator 

Based on Chaotic Ring 
Oscillators 

Cost-effective Faster

Visibility & Dissemination

Å IEEE Asia Pacific Conference on Circuits 

and Systems (APCCAS) 

Å IEEE Asian Hardware Oriented Security 

and Trust Symposium

Å International Midwest Symposium on 

Circuits and Systems (MWSCAS

Å IEEE EUROCON

Å IEEE International Symposium on Circuits 

and Systems (ISCAS)

Both Fulfills FIPS-140-2

Reconfigurable Transient-Effect based RNG, designed 
within Critical-Chains
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Wide range of application relevant for consumers and financial service providers

25

Toll collection, 
Secure payment by 
BLE-enabled 
security tokens and 
payment with 
cryptocurrencies 
(Critical-Chains)

Secure insurance 
processes, 
accountability in 
insurance policies 
and field 
inspection, credit 
ǎŎƻǊƛƴƎΣ Χ ό/ǊƛǘƛŎŀƭ-
Chains)

Hardware-based solutions within the 
Critical-Chains main architecture
(special thanks to all partners)
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Authentication & Accountability Models in Financial Flows

For more information on Critical-Chains project:
Prof. Atta Badii, 
Critical-Chains Project coordinator,
University of Reading
atta.badii@reading.ac.uk

For more information:
AlperKanak, PhD, 
alper.kanak@erarge.com.tr
Salih Ergün, Assoc. Prof. 
salih.ergun@erarge.com.tr

mailto:atta.badii@reading.ac.uk
mailto:alper.kanak@erarge.com.tr
mailto:salih.ergun@erarge.com.tr
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eiDAS-Compliant Authenticated Access to the Critical-Chains Framework using the 
National Digital Identity (SPID)

Marco Avallone, Poste Italiane

Å Cybersecurityspecialistat PosteItaliane

Å Expertisein IdentityManagementandMobile Securitytopics

Å Involved on applicationsecurity, focusedon IAM (Identity and AccessManagement)Infrastructure,

coordinatingactivitiesaboutdevelopmentandintegrationof the infrastructure

Å Holdingvariouscertification related to securityand IT field such as security products certifications,

CISSP(CertifiedInformation SystemsSecurityProfessional),ITIL,and Intermediate(ServiceTransition)

certifications

Massimiliano Aschi, Poste Italiane

Å Information Security Professional Master at the Information Security Department of Poste Italiane

Å Information Technology Expert, digital forensics investigator (CHFI) and certified CISSP (Certified 

Information Systems Security Professional)

Å Permanent member and active contributor of the European Electronic Crime Task Force

Å Certified BCMS Lead Auditor (ISO 22301, ISO27001), member of the FI-ISAC and of the Anti-Phishing 

Working Group
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eIDAS-compliant authenticated access to the Critical-Chains 
Framework using the National Digital Identity (SPID)

28

Massimiliano Aschi, Security Management and Innovation

Poste Italiane SpaïBanking, Insurance, Parcels, Logistics & Mail Company
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eIDAS authentication: a step towards a digitally integrated Europe

29

The eIDAS Regulation on Electronic Identification 

and Trust Services for Electronic Transactions in the 

Internal Market (Regulation (EU) No 910/2014) was 

adopted by EU co-legislators on 23 July 2014.

The regulation aims to promote cross-border 

cooperation and the interoperability of national 

digital identity (eID) systems to make it more 

convenient for citizens and businesses to access 

online public and private services in the various 

member states. 

The cross-border interoperability is enabled by 

means of National eIDAS-Nodes that are currently 

being rolled-out in all Member States.
Example of an eIDAS Digital Identity cross-border usage scenario
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SPID -Public Digital Identity System

ÁSPID is the Italian Public Digital Identity 
System that guarantees all citizens and 
businesses a single, secure and protected 
access to the digital services of the Public 
Administrationand Private Service 
Providers.

ÁSPID identity is issued by Identity 
Providers, private entities accredited by 
the 
National Agency for Digital Italy(AgID), 
which provide digital identities and 
manage user authentication in line with the 
rules issued.

SPID Identities 

issued to date

Active Digital 

Identity Providers

Public Administrations 

adopting SPID

(as of Dec. 2020)
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SPID ɣServices Providers and Type of Services
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ÁMunicipalities
ÁCentral Public Administration
ÁPublic Agencies
ÁPrivate Companies

ÁSubsides for teachers and students
ÁBasic income of citizenship 
ÁPublic pension plans
Áe-Health services
Áe-Tax services
Áe-Payments
ÁVouchers
Á...
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SPID is an eIDAS-compliant ecosystem

32

Starting from September 2018, SPID is eIDAS-
compliant,therefore online digital services offered 
through SPID are now accessible to European citizens
by using their own national digital identity (eID).

Poste Italianeis the biggest Italian Digital Identity 
Provider and brought into CRITICAL-CHAINSthe know-
how, technology and experience needed to let EU 
citizens access our frameworkɧs services by means of 
their National e-ID
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Integration between eIDAS, SPID and CRITICAL-CHAINS 

One of the building blocks in the CRITICAL-CHAINSɧ 
framework architecture is the Authentication-as-a-
Service

The service, will be a complete Identity Access 
Management (IAM) system, supporting standard 
authentication protocols and providing Indentity Broker 
functionalities.

Based on this technology, we modified an existing 
component in order to allow CRITICAL CHAINSɧ users to 
authenticate by means of a SPID Digital Identity

On Aug 2020, CRITICAL-CHAINS successfully completed 
the integration with SPIDProvider Test Environment  
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The Pension Fund Management Pilot

A CRITICAL-CHAINSɧ - phase 1 -Pilot software is currently under testing, leveraging on 
SPID identities for usersɧ authentication.

PILOT SCENARIO:
An employee of the public administration, wants to subscribe to a pension fund and he 
wants to do it through CRITICAL-CHAINS because he knows it is much safer than by 
using other means.

Auth-as-a-Service

Blockhain-as-a-Service
(currently a stub blockchain service)
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The Pension Fund Use Case -Authentication

Final version should look like that
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The Pension Fund Use Case ɣ
Request authorization to share personal infos with the Service Provider
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Pension Funds Pilot ɣDashboard ɣUsersɧ view

aaaaaa
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Pension Funds Pilot ɣUser profile

aaaaaa

Demographic field are available 
just after logging in, thanks to data 
sent by the Identity Provider according 
to userɧs expression of will by the user
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Pension Funds Pilot ɣUser requests subscription to the fund

The user request a subscription 
and the process is simplified 
as contractɧs fields are pre-filled
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Pension Funds Pilot ɣ
User reads contractɧs terms and conditions and finally subscribe

aaaaaa
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Pension Funds Pilot ɣDigital Money is transferred to the fund

aaaaaa

Contract is executed, digital money is
transferred from personal wallet 
to the fund
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Pension Funds Pilot ɣUser can check contract conditions anytime
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Pension Funds Pilot ɣFund managerɧs view on Dashboard

The Fund Manager has also evidence of 
the fund transfer by using the Dashboard
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Conclusions

SPID/eIDAS integration in CRITICAL-CHAINSɧ Auth-as-a-Service building block, effectively 
opens to cross-border usage scenarios of the entire framework as the developed Pilot 
demonstrates. At the same time, by supporting with our technologies the European 
standard for eID authentication, we are open to a very-wide audience of potential 
users.

Futhermore, usage of Qualified Digital Identities in banking and financial applications 
enabled by the CRITICAL-CHAINS framework, could greatly simplify some heavy and 
costly operational processes like customer on-boarding, KYC processes or simply the 
customer identification phase thus paving the way to CRITICAL-CHAINSɧ ɩon fieldɪ 
exploitation.
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eiDAS-Compliant Authenticated Access to the Critical-Chains Framework using the 
National Digital Identity (SPID)

For more information:
Massimiliano Aschi,
aschim@posteitaliane.it
Marco Avallone,
marco.avallone@posteitaliane.it

mailto:aschim@posteitaliane.it
mailto:marco.avallone@posteitaliane.it
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Fintech Cloud Environment Trust & Security Challenges

KristoKlesment, Guardtime

Å R&D Project Manager, IPMA certified project manager in Guardtime

Å Technical coordinator of Guardtimeactivities in Critical-Chains project

Å Experienced in enabling technologies dealing with IT protection of 

critical infrastructures (telco, retail, banking, water, electricity, gas 

utilities).
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Cloud Environment Trust and Security Challenges
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Kristo Klesment

Guardtime Ltd 
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Guardtime

+ FOUNDED: 2007 in Tallinn, Estonia

+ VALUE PROPOSITION: The onlyblockchain 

technology platform that is proven to work at 

scale, used in production to solve data 

management and cybersecurity challenges.

+ SECTORS: Finance,Insurance, Telecoms, Space, 

Health, Defense, Government

+ REFERENCES: Lockheed Martin, Airbus, 

European Space Agency, Maersk, Ericsson, 

Verizon, UK NHS, Governments (US, China, EU, 

Estonia, Netherlands, etc.)

+ ACCREDITATION: Technology has been 

accredited by US, EU and China regulators for 

deployment on to government networks.
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Public Cloud
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ME

APIs

LOG STORAGE $$$ store

SIGN LOGS

Security teams

AUDIT & 
COMPLIANCE
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Cloud services
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Dashboard
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MIDA for Cloud
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EMPOWERS CLOUD OWNERS WITH REAL TIME TRUTH

DECREASED TIME TO 

DETECTION

SIMPLIFY RESPONSE
CONTINUOUS AUDIT / 

COMPLIANCE

AUTOMATE OPERATIONS
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Fintech Cloud Environment Trust & Security Challenges

For more information:
guardtime.com/mida 
MIDA@guardtime.com

mailto:MIDA@guardtime.com


This project has received funding from the European Unionôs Horizon 2020 research and innovation 

programme under grant agreement No 833326 61



This project has received funding from the European Unionôs Horizon 2020 research and innovation 

programme under grant agreement No 833326 62

Session 2: Regulatory Harmonisation& Compliance Technological Enablers for the 
Financial Sector

Session 2: Regulatory Harmonisation & 

Compliance Technological Enablers for 

the Financial Sector

Moderator:

Á Ivan Tesfai, RINA

Topics:

ÁDigital Identity and the Biometric 

Pattern as a Key Factor in Authentication

ÁRegulatory Disharmony & Disruptive 

Technologies in the Financial Sector

ÁCyber Security Awareness: A Pre-

emptive Move Against Cyber-Threats

ÁArtificial Intelligence, Data Protection 

& Cybersecurity in the Fintech Sector

Poll / Q&A 

Karmele Garcia
SOTER project coordinator 
everisSpain

David Goodman
Cybersec4Europe
Trust in Digital Life

LaurentiuVasiliu
CS-AWARE
Peractonltd.

Paolo Balboni
Cyberwatching.eu 
ICT Legal Consulting


