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Models in Financial Flows

A eiDAS- Compliant Authenticated
Access to the Critical-Chains Framework
using the National Digital Identity (SPID),

A Fintech Cloud Environment Trust &
Security Challenges

Poll / Q&A
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The European watch
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Session 2: Regulatory Harmonisation &
Compliance Technological Enablers for
the Financial Sector

Topics:

A Digital Identity and the Biometric
Pattern as a Key Factor in Authentication

A Regulatory Disharmony & Disruptive
Technologies in the Financial Sector

A Cyber Security Awareness: A Pre-
emptive Move Against Cyber-Threats

A Artificial Intelligence, Data Protection
& Cybersecurity in the Fintech Sector

Poll / Q&A
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Session 3: Financial Sector Challenges
(Regulatory, Security-Privacy Protection,
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A Financial Sector Infrastructure Cyber-
Physical Security-Privacy Protection
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A Financial Services Regulatory &
Compliance Challenges (PSD2, eiDAS,
GDPR, AML, NIS)

A Cyber Security & Compliance Training
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Poll / Q&A
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Session 1: Integrated Cyber-Physical

Security & Accountability for the
Financial Sector:
The Critical-Chains Paradigm

Topics:

A Authentication & Accountability
Models in Financial Flows

A eiDAS- Compliant Authenticated
Access to the Critical-Chains Framework
using the National Digital Identity (SPID),

A Fintech Cloud Environment Trust &
Security Challenges ¥

Poll / Q&A

Prof. Atta Badii Dr. AlperKanak : MassimilianoAschi KristoKlesment
CriticatChains Project Coordinator ERARGE : B Poste Italiane Guardtime
University of Reading ) Y
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Session 2: Regulatory Harmonisation &
Compliance Technological Enablers for
the Financial Sector

Topics:

A Digital Identity and the Biometric
Pattern as a Key Factor in Authentication

A Regulatory Disharmony & Disruptive
Technologies in the Financial Sector

A Cyber Security Awareness: A Pre-
emptive Move Against Cyber-Threats

A Artificial Intelligence, Data Protection
& Cybersecurity in the Fintech Sector

Poll / Q&A

David Goodman " LaurentiuVasiliu X Prof. Dr. Paol®alboni
Cybersec4Europe "o CSAWARE Cyberwatching

Trust In Digital Life ' "'. PeractonLtd. > * ICT Legal Consulting
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Session 3: Financial Sector Challenges
(Regulatory, Security-Privacy Protection,
Training)

Topics:

A Financial Sector Infrastructure Cyber-
Physical Security-Privacy Protection
Challenges

A Financial Services Regulatory &
Compliance Challenges (PSD2, eiDAS,
| GDPR, AML, NIS) |

A" A Cyber Security & Compliance Training n—
0 0 1 Challenges

Poll / Q&A

-----

Ramon Martin De Pozue(genis L, S A% \ Martin Griesbacher
CONCORDIA representative partner [l . “ ' | SOTER representative partni

CaixaBank g~ 2B Ubtechnologies ‘ RISE
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Agenda

Session 1: Integrated Cyber-Physical
Security & Accountability for the
Financial Sector:

The Critical-Chains Paradigm

Topics:

A Authentication & Accountability
Models in Financial Flows

A eiDAS- Compliant Authenticated
Access to the Critical-Chains Framework
using the National Digital Identity (SPID),

A Fintech Cloud Environment Trust &
Security Challenges

Poll / Q&A

Prof. Atta Badii

CriticatChains Project Coordinator

University of Reading

Session 2: Regulatory Harmonisation &
Compliance Technological Enablers for
the Financial Sector

Topics:

A Digital Identity and the Biometric
Pattern as a Key Factor in Authentication

A Regulatory Disharmony & Disruptive
Technologies in the Financial Sector

A Cyber Security Awareness: A Pre-
emptive Move Against Cyber-Threats

A Artificial Intelligence, Data Protection
& Cybersecurity in the Fintech Sector

Poll / Q&A

Session 3: Financial Sector Challenges
(Regulatory, Security-Privacy Protection,
Training)

Topics:

A Financial Sector Infrastructure Cyber-
Physical Security-Privacy Protection
Challenges

A Financial Services Regulatory &
Compliance Challenges (PSD2, eiDAS,
GDPR, AML, NIS)

A Cyber Security & Compliance Training
Challenges

Poll / Q&A

IvanTesfai

CriticatChains Dissemination manags

RINA
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Session 1: Integrated CybBhysical Security & Accountability for the

Financial Sector: The Critig@hains Paradigm

Atta Badii CriticatChains project coordinator, University of Reading
@ University of

Reading
AlperKanakERARGEErgunler Co. Ltd. R&D Center

HiGE

MassimiliancAschj Posteltaliane

Posteitaliane g

Session 1: Integrated Cyber-Physical
Security & Accountability for the
Financial Sector:

The Critical-Chains Paradigm

Moderator:
A lvan Tesfai RINA

Topics:

A Authentication & Accountability
Models in Financial Flows

A eiDAS- Compliant Authenticated
; Access to the Critical-Chains Framework
g using the National Digital Identity (SPID),

‘o A Fintech Cloud Environment Trust &
: Security Challenges

KristoKlesment Guardtime

guardtime =

Poll / Q&A
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Authentication & Accountability Models in Financial Flows

Prof. Atta Badij CriticalChains project coordinator, University of Reading

A Chair of Secure Pervasive Technologies at the Department of Computer Science, University of Reading,
leading the Data Intelligence Research Lab

A Project coordinator of CriticaChains, and previousWideoSens€entre of Excellence amongst many
projected coordinated and led in collaborative international research.

A Pioneered several paradigms and architectures with significant contributions to high impact research
and innovation e.g. in the areas of higheed reatime hardware assisted malware intrusion
detection, secure semantic middieare framework, IOEnabled Xasservice, robotic cognitive
control, multtmodal multtmedia indexing and semantgooperative search, image processing, secufe
computation, contextaware privacy engineering.

Dr. Alper Kanak ERARGEErginlerCo. Ltd. R&D Center
R&D Director in ERARGE

published more than 25 papers in the fields of privaeguritytrust models, biometric security, speec
and language technologies, semantic web, smart city, ontology design and image/video processi

O2YyGNAOdzISR (G2 ¢dzNJ SeQa L/ ¢ adaNraS3aIaAsa Ia i
lead biometric studies andUTHaa%®vith a deep focus on ENISA taxonomy, supporting semantic
studies and ontology design

This project has received funding from the European Union’s Horizon 2020
.~research and innovation programme under grant agreement No 833326
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Authentication & Accountablility Models in Financial Flows
CriticalChains Consortium

Atta Badii, Alper Kanak, Salih Ergln

atta.badii@reading.ac.uk , alper.kanak@erarge.com.tr , salih.erqun@erarge.com.tr

P This project has received funding from the European Uniondés Horizon 2020 resear
g programme under grant agreement No 833326 9
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~INancie tor Challenges. Securisccountapility

Cyber criminals have netted $4.3 billion from digital - s
currency exchanges, investors and users in 2019. e

~-

- #USers. attacked by banking malware (like Trojans) was

_ _ about:900 thousand with ~16% increase as compared to
7 201 7=y |

e “#users who encountered Android banking malware

e _o_tripled to 1.8 million worldwide. ! : :;'”I, Z,
WY e ' = e A
k> Cyberefime is the most commonly ., ‘:!,.‘ LT : jg Z 74
~ A8 experlenced frauel31% gIobaIIy (2018) (= 7 DX _
g ,\~ X C /’ ; et - /74 _}j{.’ v ?‘\ s A\
-7 Data an'élytics det?tébnly /1’% of frauds ithe UK S s | \
(compared to eg/lo al a;e)@gel;q 4%gs of 2018 fis 3
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Digital technologies are profoundly changing the financial S \ \ % A
. N~ \ 1. \ . =
sector, but alsoa source of massive threat v
tps; omtelegraph com/news/cybecnmmal etted 43b4f5m;crypto—r ated-crlmem 20195tudy - .A“.“‘ . ".. e A N ==
" hiygS://wwiv.pwe.co.uk/services/forehsiservi sghts lobeecon cumesurveyzolS -uk-fikdings: html 1 N N .\ 10
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CyberPhysical Risk Exposures Evolving

Financial Entities Blockchain
(banks, industry is
governmental booming
organizations,

stock markets, rocesses b
Cyberthreats  etc) are accepted i :

and frauds are as Cls al OAY-BBB ¢

increasing MBlockehain lyear
(>40% in 3

yearg

Blockchain can
reduce time &
costs of
contracting

ﬁCMbﬁF hysicdl it
D loT has become

indispensible in
Banking and

finance sector
Anternet of Things/(doT) (usage of mobile
banking/payments

loT is >52%, 28% only by
booming martphone usejs
(#connected
devices >

This project has received funding from 758in2025. Uni onés Horizon 2020 reiear
programme under grant agreement No 833326 -

Cyber threats and
frauds cause
gigantic economic

loss (US$13M
US$18.5M/compa
ny from 2014 to
201 Aears)




Responsive Measures ‘

Increased digitization, growing complexity of cybattacks certain sectors/subsectors more critically exposed e.g.
banking, and financial market infrastructures as part of critical infrastructure

Digitally transformative innovation \
L Support cyber security, privacy, accountability and efficiency )
Standardisation \
[ Enable the rapid adoption of cybersecurity best practices in the domajn

J

Need to promote common standards

Conducting stress and resilience testing across systemic financial market
infrastructures and institutions

Need to ensure harmonised compliance assurance
l Compliance Audit required to confirm compliance status of processe

Asymmetries: New Kids on the Block sometimes Operating in a Regulatory Void

This project has received funding from the European Unionés Horizon 2020 reslfar
programme under grant agreement No 833326




Priority Objectives towards SecurityAccountability in the Emerging
Financial Sector

This project has received funding from the European Unionés Horizon 2020
programme under grant agreement No 833326




CriticalChains Innovation ‘

C CriticatChains Main Framework:

A Cloudbased data transmission, communication L Accessibility

A and financial transactions horizontal framework mggv&hee;aeb?i?g = Dagiit':ggg;vand
C CyberPhysical Security as a Service: "~ mobile blockchain-

A . . banking/insurance and enabled services

A Blockchaimsa-Service joT

A Authenticationasa-Service: Authentication and
A authorization services using secure loT sticks an.
A biometric authentication.

) _ 3-Accountability 4- Holistic Security
- by adding financial f Critical Fi

A Cryptographbas-a SerV|Ce . . aut\f/\c?ritiesgin e?\dCZan Inc:‘rasrtlrllJcciurlensagtCZII

A Data and information security and privacy preserveieiE s levels by enabling

financial crime cyber-physical security

A at all layer of cloud

C Flow Modellingasa-Service:
A Data flow and information modelling

" : : ; 5. Consider privacy, ethical and legal concerns, socio-
C C”tlcaI'Chal NnSsu pported Com p“ance AUd It economic analysis, public acceptance and elaborated

impact analysis aligned with Fintech industry

This project has received funding from the European Unionés Horizon 2020 rei4ear
programme under grant agreement No 833326




CriticalChains 8lution Stack

Security-Privacy Gritical-Chains over doud Rght against Fnandial
Gontexts& Semantic Gime & Money
Modelling _ Laundering
) Users, worldwide
Blockchain-based Data . 2 g . )
|ntegrity l ﬂ g ﬁ ﬁ n 2 ﬁ |0Tfunct|0na||ty
P Q ? gl ﬂ ﬁ il with Linksmart
Insurance - ﬁ N . Governmental
w Banks, QCPs, Financial Companiei ﬁe l gll i Bodlies, Authorities
A4 Infrastru e ® "m" ; 'm' Technology Acceptance
Triangular Model Ema ubtak
ptake
(Hands-together) ® AL
®  Applicablein .
ATMs
m, . Applicable through Secure
N @ tloTdevices . Applicable through Transactions
Secure & Smart Auﬁ'\%ﬂfggon oA portable devices
Contracts ® . through Secure
. Sticks ® Zero-knowledge
Biometric Applicable o . Proof
Authentication ® through Secure IC
ComponerS . Fast Resilience
. . Assessment,
Inter-bank and Internet . ’ Intrusion detection,
Banking How & cyber preparedness
Information Modelling X-as-a-Service
Financial Infrastructures (Wbergggfcﬁl?g:gtyaas Cyber-Physical
How & Information Authenticaton-aaS, Improved Security with Threat Security
Modelling Qypto-aasS Hardware-based Intelligence
Hardware Security-aaS solutions g

How modelling-aaS

This project has received funding from the European Unionés Horizon 2020 reslSear
programme under grant agreement No 833326




Expected Results

Needed for security, privacy,
personal data protection and

Development of new/enhanced, accountability requirements

parameterized, automated and
collaborative ICT tools for the

a N
f . . . .
financial sector Coping with the possible new risks
arising from the compliance with new
directives

N J N\

N
f , A
Both for o6data at resto and ' dze
D _ transit'; considering incipient trends
Delivering tools for making the (e.g. digital on-boarding based on 1
exfiltration of data for attackers \ biometric data) |
unattractive b -
' ™
Enhanced collaboration with
CERTs/CSIRTs
S -

Critical-Chainssecurity measures for Blockchain transactions can also be used fayptocurrencies
TRLs ranging from-6 initially and #9 as final deliverables

This project has received funding from the European Unionédés Horizon 2020 reiear
programme under grant agreement No 833326 6




What Qs new?

applicable to
the context.

servicesover an
integrated webbased

cloud platform
(holistic approach)

smarter with effective
flow and information

: models
with loT-enabled

cyberphysically
secure sticks and
biometric
authentication over
blockchain

by adding
authorities in the
decentralised network

and its
uses in practical
Fintechworld

This project has received funding from the \ rizon 2020 res7ear
programme under grant agreement No 833326 1




lTarget End Use
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The Accountability Model

D

Lo |

signature
Individuals (b k CCPs,
stltutans,’

77 UUIDg CRITICAL
“LPINg % CHAIN
. Biometric

data by

7 uuip,
' ~~ PIN, } X,
. Biometric ) .
datab, B.lometrlc I - Il t
ﬁ

Biometric ﬂ PLATFORM ﬁ,
i - gl

signature Enterprises

... Governmental

Q " organisations
F financial Insurance
instituti ; companies

institution/authority

Secure Contracts/Transactions

¥> 5 <

M={e-contract|e-transaction, ID,, IDg, ID; }

A

Accountability-by-design
where financial authorities
are put in multiparty
blockchainrenabled triangular

. : : @ d,, public ke @ dg, public ke
integrity and security for legal hemprimeke"v B <, pre kevv
framework and further I I I I E

accreditation. S

dy, public k

D={M, dI, dg, dp}  Secure Contract/Transaction

This project has received funding from the European Unionés Horizon 2020 reiear
programme under grant agreement No 833326 °




The Concept

Not only Blockchain can improve accountability and efficiency! We need a holistic approach

Securedata transmissiommong loT nodes,
systems and services
Effective Authentication and authorization
Credentials verification of stakeholders

Device and nodes security and safety against CPS
attack

Blockchain

A loT-enabled heterogeneous
Communication infrastracture

_ Decentralized trusted
A Controller connection

collaboration
Crosshierarchical and cross
sectoral working

A Accountability at all layers

This project has received funding from the European Unionédés Horizon 2020 reiear
programme under grant agreement No 833326 0




HardwarebasedSolutions

IO
fo fo
2's s

2 Ké R2y Qi 6S YI 1S | dzbas&lymain famewark sinplérand mbr@seque® , .,
FIDOGcompliantAuthenticationas-a-Service e

ﬁ confirmation tter)

Person Authentication Node Authentication
‘ 5 = L T T ' Ty ‘l“s"‘.,; 5 ‘
e =¥ ¥ ‘W58 Match-on-Device I s
5 & BN | : : (what you o B i e\,
g e N B havetknow) ég | §§
(who you are) Facial signatures arencryptedand ’ RS-

biohashedefore loading

SecureSticka multipurpose authentication Secure DistancecBoundingegrated with
token, designed in Critic&thains La9/ Qa & LdBipxdesign&dRor IcT 9

(FIDG and GDPRompliant) Vulnerability Assessment enabled payment systems in Critigahains)

This project has received funding from the European Unionés Horizon 2020 reilear
programme under grant agreement No 833326




Hardwarebased solutions

W 4
2 Ké R2y QU ¢S SYONEBLII GKS RIFGlF 0SF2NB AyeS
(if the solutions ardast enough with highthroughput and assure theegurity)

SCIENCES MILITAIRES.

Varius alternatives improved in Critical
i A - o o Chains, based obhaos€theory or ring
According to¥eS: INGDT} sKsBumpiod, &dyptosystem cannot oscillators, alfulfills NIST800-22

be accepted as secure if the cryptographic keys are

predictableand the secrets areancelablgonce
compromised compromisd forever).

Pseuterandom number generators (guessable) and Physical
Unclonable FunctionPUFES static) are not sufficient

The solution is the hardwa#eased Truley Random Numbers
applied inHardware Security\oduleand node

. . Prigm©, Hardware:Security'Moduleith very
authentication high throughput (e.g. up to 1 Gbit/s TRNG), Dﬂgm'

EAL4+ soon

This project has received funding from the European Unionés Horizon 2020 reizear
programme under grant agreement No 833326




Hardwarebased solutions

E

[ 10)
© Change
Parameter

=g

RESET

HSM, at server side, enabling
A Hardware:Securitps-a-Serviegat HW level)
A Cryptoasa-Serviegat SW level)

.EN—’ RNG OlLY ‘ TEST RESULTS
——>» Random » On-the-line
s> Number Tests
» t TEST PASS
SIS, Generator (FIPS 140 2)‘ e

}‘_ FPGA

TRNG and Randomness Test

F S
N

Ethernet (¢ 3

Interface MCU

prigm
HiGE

,
I‘L

Key Management Module

ToPo  ToToToToTo T Po Do

Utilises theTrue ‘RandomiNumber<Generator

Onrthe-line randomness«est

Symmetricand AsymmetricCryptography (AES, 3DES, ECDSA, RSA,
customised algorithms)

Public Key CryptosysteRKCS#1)1

Resilient againdamperingattacks

Veryhigh througputsuitable for big data application

Background12 patents S0+ jpapers

New techniques for vulnerability analysis based on-hoear signal analysis
techniques

9 internationalpaperso far (1 journal + 8 conf) within the Critigahains
Presentation irb conferences

Thi s

project

has

received

programme under grant agreement No 833326

funding

from t he

European

Uni onos

Hori zon

2020

reisear




Achievements irthe Forefiont of Technology Innovation

sv(s:'LriM >gl|\-l?ncé(k Correlatiorr
= . ADJUST | Random Number based
-------------- SMPL_CLK Generator Based cryptanalysis of
(ENA RSR CIRCUIT 1 '

on Irregular ring oscillators
Sampling of

DQ
_________________ | Metastability-
L.ENA ? M| RANDOM based random
RSRCIRCUIT40 FasT_ciK |° 9/ o QESE!
o L B . generator
—SMPL_CLK ? I
e | _,{ SUBS:':PLER

Reconfigurable Transietkiffect based RN@Eesigned
within CriticalChains

Visibility & Dissemination

A IEEE Asia Pacific Conference on Circuits A More_ Robust A Robust Random
and Systems (APCCAS) Reconfigurable Number Generator
A IEEE Asian Hardware Oriented Security TransientEffect based Based on Chaotic Ring
and Trust Symposium .
A International Midwest Symposium on e Oscillators
Circuits and Systems (MWSCAS Costeffective Faster
A |EEE EUROCON
A IEEE International Symposium on Circuits \ }
and Systems (ISCAS) Y
Both Fulfills-FIR$40-2

This project has received funding from the European Unionédés Horizon 2020 reiear
programme under grant agreement No 833326 4




Wide range of application relevant for consumers and financial service providers

Toll collection,
Secure payment by
BLEenabled
security tokens and
payment with
cryptocurrencies
(CriticalChains)

Market

Secure insurance
processes,
accountability in
insurance policies
and field

inspection, credit
d02NAYyI=Z X

i)

Blockchain

u niversity of
WA o Readmg - -G E EY NETAS
-'IOP
. ; RI,FI indra AFraunhofer
IC securestic loT device Rangingextension )
ardtime
ouardtimeS " tMec Posteitaliane
,49,, CRYPTaas
HSM Web service/ front
—b‘f end
< B
rd ] a4
API/ Enterprise service bus
Big data processing™ Visualization tools  Search utifities
facility .
sub-system Mainframework
Login/password auth
Identity Pigviddr
Client adapter q Policy-based a hr'%
dm T User manzgement HF streaming DB
e —
PEP
Pop PIP PRP
PAP
FMaaS/
| sub-system Intrusion detection

Access control sub-s»
AUTHaaSs A P
1" d
7 4

4

BCaaS

6/ NA U AI—Qr‘dvt/arebased solutions within the

Chains) CriticatChains main architecture
(special thanks to all partners)
This project has received funding from the European Unionédés Horizon 2020

programme under grant agreement No 833326
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Authentication & Accountability Models in Financial Flows

For more information on CriticaChains project
Prof. Atta Badii,

CriticakChains Project coordinator

University of Reading
atta.badii@reading.ac.uk

@ University of
Reading

For more information:
AlperKanak, PhD,
alper.kanak@erarge.com.tr
SalihErgiin Assoc. Prof.
salih.ergqun@erarge.com.tr

‘ihe

This project has received funding from the European Union’s Horizon 2020
> -’research and innovation programme under grant agreement No 833326
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eiIDAS Compliant Authenticated Access to the Criti€ahains Framework using the

National Digital Identity (SPID)

MassimilianoAschi Posteltaliane
A Information Security Professional Master at the Information Security Department of Raliee

A Information Technology Expert, digital forensics investigator (CHFI) and certified CISSP (Certified
Information Systems Security Professional)

A Permanent member and active contributor of the European Electronic Crime Task Force

A Certified BCMS Lead Auditor (ISO 22301, 1ISO27001), member ol $#eCFand of the ArRhishing
Working Group

Marco Avallone Posteltaliane

Cybersecurityspecialisiat Posteltaliane
Expertisan Identity ManagementandMobile Securitytopics

Involved on application security, focusedon 1AM (Identity and AccessManagement)Infrastructure,
coordinatingactivitiesaboutdevelopmentandintegrationof the infrastructure

Holding various certification related to securityand IT field such as security products certifications,
CISSRKCertified Information SystemsSecurityProfessional)| TIL,and Intermediate (ServiceTransition)
certifications

This project has received funding from the European Union’s Horizon 2020
.~research and innovation programme under grant agreement No 833326
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CRITICAL CHAINS

elIDAScompliant authenticated access to the Critie@lhains
Framework using the National Digital Identity (SPID)

Massimiliano Aschi, Security Management and Innovation
Poste Italiane Spa T Banking, Insurance, Parcels, Logistics & Mail Company

M This project has received funding from the European Union0s Horizon 2020 reiear
g programme under grant agreement No 833326 8




elDAS authentication: a step towards a digitally integrated Europe

The elDAS Regulation on Electronic Identification

and Trust Services for Electronic Transactions in the
Internal Market (Regulation (EU) No 910/2014) was

adopted by EU co-legislators on 23 July 2014.

The regulation aims to promote cross-border
cooperation and the interoperability of national
digital identity (elD) systems to make it more
convenient for citizens and businesses to access
online public and private services in the various
member states.

The cross-border interoperability is enabled by
means of National eIDAS-Nodes that are currently
being rolled-out in all Member States.

. Attribute provider
*lkinag =i (university in Spain)

Spanish national
m node (PEPS)

_____________________________________________________________________________________

Identity provider
(authentication portal)

- -
— ’;’g

ey o -
- , i

/Slouene national
node (PEPS)

Attribute provider
(university in Slovenia)

_____________________________________________________________________________________

Belgium national
node (PEPS)

Service provider

Example of an eIDAS Digital Identity cross-border usage scenario

programme under grant agreement No 833326

This project has received funding from the European Unionés Horizon 2020 reigear




SPID- Public Digital Identity System ‘

A SPID is the Italian Public Digital Identity
System that guarantees all citizens and
businesses a single, secure and protected
access to the digital services of theublic
Administrationand Private Service
Providers

A SPID identity is issued bgentity
Providers private entities accredited by
the
National Agency for Digital I1tdglD),
which provide digital identities and
manage user authentication line with the
rules issued.

o Agenzia per
G AGID | fEzas m

Sistema pubblico di identita digitale

(as of Dec. 2020)

SPID Identities

issued to date 14.168.204
Active Digital 9
Identity Providers

Public Administrations

adopting SPID 5.299

M This project has received funding from the European Union6s Horizon 2020 regoear

programme under grant agreement No 833326




SPIDy Services Providers and Type of Services

A Municipalities P

A Central Public Administration

A Pu_bllc Agencies [ —_ ]

A Private Companies N S
Posteitaliane

P . Richiesta di accesso da \ /

A Subsides for teachers and students |, o ..

A Basic income of citizenship

A Public pension plans

A e-Health services

A e-Tax services

A e-Payments

A Vouchers s (BAGEED

A ..

This project has received funding from the European Unionés Horizon 2020 re%f}ar
programme under grant agreement No 833326




SPID is an eI DAS@mpliant ecosystem

Starting from September 2018PID is elDAS

compliant,therefore online digital services offered
through SPID are now accessible to European citizens
by using their own national digital identity (elD).

elDAS-
compliant

Poste Italianés the biggest Italian Digital Identity
Provider and brought intdCRITICACHAIN®&e know-
how, technology and experience needed to |&U
citizens access our frr amewoms servic

their National dD CRITICAL CHAINS

P This project has received funding from the European Union6s Horizon 2020 re§2ear
g programme under grant agreement No 833326




Integration between elDAS, SPID and CRITHCAAINS

One of the building blocks in the CRITICBIH Al N S h
framework architecture is théuthenticationasa-

Service

@ I OpenlD
The service, will be a complete Identity Access Connect
Management (IAM) system, supporting standard SAML
authentication protocols and providing Indentity Broker
functionalities. m
Based on this technology, we modified an existing CRITICAL CHAINS
component in order to allow CRITI CAL CHA
authenticate by means of a SPID Digital Identity &

elDAS-

On Aug 2020, CRITICARIHAINSuccessfully completed m compliant

the integration with SPIBrovider Test Environment

P This project has received funding from the European Union6s Horizon 2020 regear
g programme under grant agreement No 833326 3




The Pension Fund Management Pilot ‘

A CRITICAC H A | -Mitase X Pilot software is currently under testing, leveraging on
SPI' D 1dentities for usersh authenticat

PILOT SCENARIO:
An employee of the public administration, wants to subscribe tpension fundand he
wants to do it through CRITICACHAINS because he knows it is much safer than by

using other means.
~ Auth-asa-Service

o
CRITICAL CHAINS

Blockhairasa-Service
(currently a stub blockchain service)

P This project has received funding from the European Union6s Horizon 2020 re§4ear
g programme under grant agreement No 833326




The Pension Fund Use Cas&uthentication

Log In

Username or email
© Entraconspi
financial user
Password o Login with elDAS
ERREEBEE ‘
rorgotl Password/!

Final version should look like that

This project has received funding from the European Unionédés Horizon 2020 regear
programme under grant agreement No 833326 S




The Pension Fund Use Cage

Request authorization to share personal infos with the Service Provider

© & hitps//idptest spid.gov.it/login B s

Autorizzi l'invio dei dati?

] 1 $IAMN0 PIr @55ere Iviall 3l serao

&

This project has received funding from the European Unionédés Horizon 2020 regear
programme under grant agreement No 833326 6




Pension Funds PilgtDashboardyUs e r s f

2 .
I CRITICAL CHAINS FINANCIAL INFRASTRUCTURE MARKETS - Pilot Phase 1

TOTAL AMOUNT AVAILABLE

TOTAL AMOUNT INVESTED
ETH 98.99871224 e ETH 1

Lucrezia Borgia

| el Token avallable VS Token invested Platform Transaction History
il allet
Subscribed Funds Order Ref Provider Date 4 Amount
@ Available Funds . .
Deposit ETH in Fund 0xf215b88badBd486ade727364b93678b1488069%a 09/12/2020 o

N G m
Ethereum Ethereum invested
99% 1.00%

This project has received funding from the European Unionédés Horizon 2020 regear
programme under grant agreement No 833326 7




Pension Funds Pilgt User profile

3 :
PR SR FINANCIAL INFRASTRUCTURE MARKETS - Pilot Phase 1
Profile
Lucrezia Borgia b Firat name * Last name *
Customer ' . .
0 Lucrezia Borgia
Lucrezia Borgia IEEOTOEAN Wie il annd
09:42 AM Gender Fiscal Number
T) Subscribed Funds F TINIT-BRGLRZ80D58H501Q
v Available Funds Emall Address Phone Numbet
lucrezia.borgia@email.com 3495555555
Demographic field are available ’ City of Birth
just after logging in, thanks to data FE e
sent by the Identity Provider according
to userfhs expression of wildl by the user

This project has received funding from the European Unionédés Horizon 2020 re§ear
programme under grant agreement No 833326 8




Pension Funds Pilgt User requests subscription to the fund

« > o

CRITICAL CHAINS

Lucrezia Borgia
Cusnomes

il Walles

S sumacnbed Furos

Bwalsbls Funds

&

The user request a subscription
and the process is simplified
as contr act fjled

O & cc-pilots-vm2westeurope.cloudapp.azure.com:3000/app/claim

E  so%

FINANCIAL INFRASTRUCTURE MARKETS - Pilot Phase 1

Clairn Financlal Digital Asset
Test Pension Fund

Gerae
F

Sl S ity Wl P | M uriond
TIKIT-BRGLAZRODSBH SO0
it of ot

1980-0418

Loy of Bate

FE

Famarn

ENB bOE

lecrozia borgia@oemail com

P Mt
IF5555555

| el ds

ar e

READ CAREFULLY ALL THE TERMS AND CONDITIONS

pr e

R
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Pension Funds Pilgt
User reads contracths terms and condi't

NCIAL INFRASTRU RE MARKETS - Pilot Phase 1

P Fenara
&3
| . et witve
Lucrezia Borgia lucreza borgla@iemad com
Cumrome

Broce Member

|| ol 3405555555
2 unacibed s
B Avalatibe Furste READ CAREFULLY ALL THE TERMS AND CONDITIONS .
TERMS 1.
You'll open your Pension Dy compieting ™e oniine application When you do this we'® set up an account for you and you'll Decome & member of the scheme
TERMS 2.

The schame provides poengion sccounts for many customers, of whom you are one. The money that you pay in Delids up 10 creete your pension pol. The Persons!
Ponsion is sulndie Tor eligible customess who wanl 10 Save Towards Ihelr rellement, 3nd &e hapey 10 Mmake their own vesiment decisions. Youll have access 1o
0 range of Investment options to meot youwr aftitlude Lo risk as wedl as oofine support

TERMS 3.

The schome was estaliished Dy a Oeciaration of rust and is governed By 8 set of SCHeme 1uies which are required Tor 11 10 be a registered poansion scheme. The
investmants and money in e schome ae held by Me trustes n the rusted’s name. Senefits under the schame 310 payable by the trustee on our instrection Wel
automaticaly claim basic rate tax refel from e government, based on Ihe vaiue of your payment, and we'll acd it 1o your Pension by no tatel than Ihe end of
business the folowing working day

TERMS 4.

If you pay one of the highot rates of income tay, you may be entilied %o roceive tax refief 3t the higher tate, but you'll need 1o claim the sddilional relief theowgh
your annual sef-assessment tax returmn. You will select how your Pension IS invested acconding 1o your prefered level of risk and the Funds avalable. Your
investmoant wil o adminsloned by ot and assols will be hold by the trustee. We may use other fiems 10 support us in the performance of oar administration
Outies. From Lime 10 tne we miay 300 Of r&move assets

TERMS 5.

Whesz requiation and/or changes 1o legisiation matecally increase the cost and/or the compiexity of the administration 1o us of holding 3 particular assel. We
can't accepl any responsibiity for losses, costs and/or legal fees that may be incurted as a resull of your investment choces The value of your Pension savings
Can go down as weil as up

TERMS 6.

We may change the Funus avalable for you %0 mvest i your Penston from tme to time. If we remove a Fund from the range avalable in your Pension & may mean h
that you need o choose an atemative Fund. If the Fund youre invested in is removed from the available Funds we may either ask you %0 choose a new Fund of

we may automatically move you to an alternative Fund as we deem approprate. We'll notify you by emad if the Funds available change and if the Fund youre

invested m is affected, giving you af least 30 days’ notice before any such change takes effect. Any cash you hold in your Pension that's not invested will be held

In 3 bank account in the name of the trustee. You'll be able 1o see the value of the cash helda i your Pension at any tme, by logang onte My Account. The bank

socourt your cash is held in coes not stirect nterest and therefore you worft receve any return on any cash balance you hold in your Peasion

Accept ai the terms and conditions

This project has received funding from the European Unionédés Horizon 2020 reiear
programme under grant agreement No 833326 0




Pension Funds Pilgt Digital Money is transferred to the fund

<« C ®

l m
CRITICAL CHAINS

Lucrezia Borgia
Customer

TOTAL AMOUNT AVAILABLE

ETH 85.99653376

| Wallet Token available VS Token invested
'l al

@ Subscribed Funds ’

Available Funds

= i

Ethereum Ethereum invested

90.57% 9.43%

programme under grant agreement No 833326

© £ cc-pilots-vm2.westeurope.cloudapp.azure.com:2000/app/dashboard 80% see g

m 0O & wm B

FINANCIAL INFRASTRUCTURE MARKETS - Pilot Phase 1

TOTAL AMOUNT INVESTED
e ETH 10

Platform Transaction History

Order Ref Provider Date -J- Amount

Deposit ETH in Fund 0xf215b88baBBd486ade727364b93678bf488069%a 11/12/2020

Contract is executed, digital money|is
transferred from personal:wallet
to the fund

- 41




Pension Funds Pilgt User can check contract conditions anytime

€ ->C e

© £ cc-pilots-vm2.westeurope.cloudapp.azure.com:3000/app/products 80% v O % N @ ®. "

2

CRITICAL CHAINS

FINANCIAL INFRASTRUCTURE MARKETS - Pilot Phase 1

Owned Financial Assets

Lucreﬁ:Borgia n

Customer

Jl Wallet
(©) Subscribed Funds

Available Funds

Name: Test Pension Fund ) Provider: Financial Provider Provider's Address
0xf215b88baB8d48b6ade727364b93678bf48806993

Description: Pension funds are financial intermediaries which offer social insurance by providing income to the insured persens following their retirement. Often they also provide
death and disability benefits. Pension schemes are important cornerstones of European households’ income during retirement. Pension funds also play a role in financial markets
as institutional investors. Pension funds typically aggregate large sums of money to be invested into the capital markets, such as stock and bond markets, to generate profit
(returns). A pension fund represents an institutional investor and invests large pools of money into private and public companies. Pension funds are typically managed by
companies (employers). The main goal of a pension fund is to ensure there will be enough money to cover the pensions of employees after their retirement in the future. Pension
funds were created to provide employees with a supplementary pension, in addition to the pension paid by public social security institutions. State pensions usually operate
through the principle of redistribution (workers' social security contributions fund the pensions of already retired workers). Through pension funds, workers accrue a portion of the
income they receive during their working life, according to the principle of capitalisation: requiar payments by the subscribers contribute to a fund managed along financial lines,
according to the clients’ risk tolerance. Clients can choose among various types of managed funds: shares, bonds or balanced funds. At the end of the agreement, typically a long-
term contract, ideally lasting the full working life of the insured, a monthly annuity is paid. This varies according to the contributions made, the duration of the policy and the return
on the investment. Pension funds can be open or closed (alsc known as negotiated funds). Open funds are available to any person in employment, while closed funds are reserved
for specific professional categories, as the funds are established on the basis of agreements between trade unions and business organisations for specific industries. Further
individual supplementary pension plans are available to anyone wishing to create a supplementary pension (including, for example, people not in employment or students). These
are personal pension plans, which provide more investment flexibility and allow people to stop, and later resume, payments into the pension without penalties and without having
to break the contract. Payment of benefits to the policyholder are ruled by the same constraints are for collective funds (e.g. full payment into a lump sum is not allowed).

Terms and Conditions You'll open your Pension by completing the online application. When you do this we'll set up an account for you and you'll become a member of the scheme.
The scheme provides pension accounts for many customers, of whom you are one. The money that you pay in builds up to create your pension pot. The Legal & General Personal
Pension is suitable for efigible customers who want to save towards their retirement, and are happy to make their own investment decisions. You'll have access to a range of
investment options 10 meet your attitude to risk as well as online support. The scheme was established by a declaration of trust and is governed by a set of scheme rules which
are required for it to be a registered pension scheme. The investments and money in the scheme are held by the trustee in the trustee’'s name. Benefits under the scheme are
payable by the trustee on our instruction. We'll automatically claim basic rate tax relief from the government, based on the value of your payment, and we'll add it to your Pension

project has received funding from the European Unionds Horizon 2020

M Thi s
programme under grant agreement No 833326

reizear




Pension Funds PilgtF u n d

managerfis view on Dashboa

& C ® ©
I s
CRITICAL CHAINS

b Platform Transaction History

Financial Provider

Provider Order Ref

Deposit ETH in Fund
Financial Provider

J
Dashboard

Deposit ETH in Fund

Pension Funds

Test Pension Fund

CREATE

& cc-pilots-vm2 westeurope.cloudapp.azure.com:3000/app/dashboard

80% L mnmoeew@E =

FINANCIAL INFRASTRUCTURE MARKETS - Pilot Phase 1 Q

&)

Customer Name Customer Address Date J Amount
Borgia 0x41de9b31d901a20b73d3277e39dccd780b96a37c 11/12/2020 Q
Fieramosca Oxc6d310582f0c9812d973b26dd25102417840e3fa 11/12/2020

®

The Fund Manager has also evidence of
the fund transfer by using the Dashboard

This project has
programme under grant agreement No 833326

received

funding from the European Unionds Horizon 2020

reigear




Conclusions ‘

SPID/elDAS integration in CRITIEGAH A 1| N S-Bsa-Bewvicenbuilding block, effectively
opens to crossborder usage scenarios of the entire framework as the developed Pilot
demonstrates. At the same time, by supporting with our technologies the European
standard for elD authentication, we are open to a vesyde audience of potential

users.

Futhermore, usage of Qualified Digital Identities in banking and financial applications
enabled by the CRITICATHAINS framework, could greatly simplify some heavy and
costly operational processes like customer tmarding, KYC processes or simply the
customer identification phase thus paving the way to CRITICAHA T NSHAH  on
exploitation.

P This project has received funding from the European Union6s Horizon 2020 resear
g programme under grant agreement No 833326 44




eiIDAS Compliant Authenticated Access to the Criti€ahains Framework using the
National Digital Identity (SPID)

For more information:
MassimiliancAschj

aschim@posteitaliane.it

Marco Avallone

marco.avallone@posteitaliane.it
Posteltaliane

\ V4
J :

This project has received funding from the European Union’s Horizon 2020
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Fintech Cloud Environment Trust & Security Challenges

KristoKlesment Guardtime

R&D Project Manager, IPMA certified project managésuardtime

Technical coordinator dbuardtimeactivities in CriticaChains project

Experienced in enabling technologies dealing with IT protection of
critical infrastructures (telco, retail, banking, water, electricity, gas
utilities).

'\\

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 833326
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CRITICAL CHAINS

Cloud Environment Trust and Security Challenges

Kristo Klesment
Guardtime Ltd

M This project has received funding from the European Union0s Horizon 2020 re%ear
g programme under grant agreement No 833326 1




Guardtime &2

CRITICAL CHAINS

+ FOUNDEI2007 in Tallinn, Estonia

+ VALUE PROPOSITIDiheonlyblockchain
technology platform that is proven to work at
scale, used in production to solve data
management and cybersecurity challenges.

+ SECTORBInance]nsurance, Telecom$&pace,
Health,Defense, Government

+ REFERENCE®Bckheed Martin, Airbus,
European Space Agency, Maersk, Ericsson,
Verizon, UK NHS, Governments (US, China, EU,
Estonia, Netherlands, etc.)

+ ACCREDITATIOmMechnology has been
accredited by US, EU and China regulators for
deployment on to government networks.

This project has received funding from the European Unionés Horizon 2020 reszear
programme under grant agreement No 833326 °




Public Cloud ‘

r

O

ME

I
>
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n
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O

O
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Security teams

B SIGN LOGS [

AUDIT &

COMPLIANCE
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Cloud services ‘

- A-D

openstack”

Cloud Infrastructure and
Management Services

programme under grant agreement No 833326

VMAR Agents
Secure Normalize Capture
Q000
0000 /.
Dt e o
This project has received funding from the European Unionédés Horizon 2020
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Cloud Service Providers

- A0

openstack

Sna pShOtS Cloud Infrastructure and

Management Services

VMAR Agetns

Secure Normalize Capture
8332 »®
| Beg

Q000
[elelele] @

Current State

Configuration
Status =

Individual Machines

‘ VMAR Agents

Secure Normalize Capture
0000
‘ 8 — B -

felete’) @ R
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Customer SOC

MIDA State Management Services Snapshots

Compliance &
Tgfnplates

Policy Validation

Expected State
Expected Config
Expected Status

Snapshot
Current State

Configuration

Status

T

©

This project has received funding from the European Unionés Horizon 2020 regear
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KSI Blockchain

ek o
mi DO
| v

programme under grant agreement No 833326

et Vel ot Sraoahats
[
Customer SOC Cloud Service Providers
-A-0
MIDA State Management Services Snapshots Cloud Infrastructure and
Compliance & . Management Services
Templates ‘ Secure Num:'“‘ Ca|
. " . plure
e Policy Validation e
B — see ‘ B‘_ﬁ‘_::'{
_ , ©
" — Expected State Snapshot Current Staf
— Expected Config  fle—| |« urrent state
Expected Status 0 Configuration
. Status
— Cﬁ:;::; Individual Machines
Tz i Fry—
s " - | = =
] Secure  Nommalize Capture
. o
| 84_%‘_}550 - |
=)
Y
External Systems m
Alert Security Staff
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Dashboard

= Default »  Resource Breakdown =  New Dashboard » |+
-
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MIDA for Cloud ‘

EMPOWERS CLOUD OWNERS WITH REAL TIME TRUTH

DECREASED TIME TO AUTOMATE OPERATIONS
DETECTION

CONTINUOUS AUDIT /
SIMPLIFY RESPONSE COMPLIANCE

BN This project has received funding from the European Uniondés Horizon 2020 regear
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Fintech Cloud Environment Trust & Security Challenges

For more information:
guardtime.com/mida

MIDA@quardtime.com

guardtime =

N

I
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Session 2: Regulatoiyarmonisation& Compliance Technological Enablers for the

Financial Sector

Karmele Garcia

Session 2: Regulatory Harmonisation & . .
J / SOTER project coordinator

Compliance Technological Enablers for

the Financial Sector everisSpain

Moderator: :

A Ivan Tesfai, RINA David Goodman TOL | Trustin
Cybersec4Europe Digital
Trust in Digital Life Lifge

Topics:

A Digital Identity and the Biometric

) Pattern as a Key Factor in Authentication
.‘ ’ i - g
N }' A Regulatory Disharmony & Disruptive I(_:aSuAr\(i\?:g\éaSIIIu
s Technologies in the Financial Sector
' Peractonltd.

A Cyber Security Awareness: A Pre-
emptive Move Against Cyber-Threats

A Artificial Intelligence, Data Protection )
& Cybersecurity in the Fintech Sector = PaoloBalboni
Cyberwatching.eu
ICT Legal Consulting
Poll / Q&A

Cyber security cOmpeteNCe fOr Research anD InnovAtion .
on cybersecurity & privacy

e &2t CS. i
conc@roia SOTER . £ Guauiis odylmathin:



