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Abstract 
 

This deliverable, D3.11 “Joint Report on Conformance Analysis, Linking, Mapping, and Synchronisation”, 
is concerned with the design and development of the integrating components of the Blockchain-based 
infrastructure for the Critical-Chains solution stack. As such, this deliverable is focused on the validation 
of the developed services, applications, and infrastructure and their compliance with the targeted 
deployment context.  
 
Firstly, it addresses the synchronisation of the transactions in the blockchain environment over certain 
development iterations. Subsequently, it examines the mechanisms that govern Blockchain-based 
synchronisation of the participating nodes and arrives at the integrity mechanism to be deployed as a 
protocol across the framework. The linking and mapping cover the overall technical positioning of each 
mechanism of the Blockchain infrastructure. Moreover, smart contracts have been explored and new 
privacy-preserving attribute-based credentials mechanism integrated with the Critical-Chains blockchain.  
This mechanism has been developed to enable users to easily impose a fine-grained access control policy 
for their data while respecting multiple security policies, accountability, and transparency. Accordingly, 
the deliverable has conducted a series of tests and activities that ensured a well-defined process of 
development of blockchain interoperability mechanisms between the various components of the 
solution. 
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1 Executive Summary 

This document, Deliverable 3.11, presents the progress made through Task 3.6 Conformance testing and Task 

3.7 Linking, Mapping and Synchronisation. The deliverable focuses on the design and development of 

integrating components of the Blockchain-based infrastructure and services of the Critical-Chains framework. 

Accordingly, the deliverable presents a series of tests and activities to validate the compliance level of the 

developed services, applications, and the overall infrastructure. 

The organisation of the deliverable is as follows: 

 

Chapter 2: This section sets out the background highlighting the tasks of the Critical-Chains Main Framework 

as well as clarifying the scope of the analysis for this deliverable. 

 

Chapter 3: This section focuses on the progress made through Linking, Mapping, and Synchronisation of the 

Blockchain components using a chronological approach.  The first sub-chapter identifies the linking, mapping, 

and synchronisation of the first iteration of the development of the Blockchain network called Rinkeby. 

Moreover, this part focuses on the overall positioning of the Rinkeby Blockchain network with the Critical-

Chains components.  This is followed by the analysis that identifies the linking, mapping, and the 

synchronisation of the second iteration of the development with the Quorum Blockchain Network including 

the overall positioning of it with the respecting Critical-Chains components. The concluding part of this 

Chapter focuses on integrating components of the Critical-Chains target Blockchain-as-a-Service and presents 

the overall linking, mapping, and synchronisation of the two inner components, mainly the Keyless Signature 

Infrastructure (KSI) and Quorum Blockchain Network.   

 

Chapter 4: This section focuses on the newly adopted Blockchain key mechanism that provides a holistic 

asymmetric key solution for the blockchain-based operations. This section firstly identifies the overall 

positioning of the solution over Critical-Chains Framework and then the synchronisation of the keys to 

replace the previously adopted, less secure wallet solutions.  Moreover, this section highlights the linking and 

mapping between the Authentication service and the newly adopted blockchain-key solution.  

 

Chapter 5:  This section focuses on conformance testing which is to ensure that the Critical-Chains web 

applications are developed according to a set of standards. The set of standards are categorised for functional 

and non-functional testing.  Functional tests include GUI testing and regression testing which are used to 

certify the features of the web applications. Non-functional tests include, web service standards, smart 

contract standards and overall blockchain infrastructure testing.   this section is completed by highlighting 

the errors that are detected during the conformance testing. 

 

Chapter 6: This chapter sets out the conclusions of the deliverable and is followed by the References section 

which includes the detailed referencing of the sources consulted. 

  



Critical-Chains Project (Grant Agreement Number: 833326)              Deliverable 3.11 

 

 
This project has received funding from the European Union Horizon 2020 Programme for research, 
technological innovation and demonstration under Grant Agreement number 833326 H2020-SU-DS-
2018 

9 
 

2 Introduction  

The Project Objectives are to develop an integrated effective, accessible, fast, secure, and privacy-preserving 
solution for financial contracts and transactions. This is to protect against illicit transactions, illegal money 
trafficking and fraud that can take place through the banking clearing system and financial transactions 
settlement processes. Thus, the objectives of the project are in the public interest.  

The technologies to be deployed consist of: 

• transaction and financial data flow analytics and modelling of the financial transactions clearing and 
claim settlement processes.  

• secure and smart use of Blockchain for data integrity checking, by involving financial institutions in the 
distributed Blockchain network.  

• cyber security protection of Inter-Banks and Internet Banking, insurance, and financial market 
infrastructures.  

• Privacy protection through secure access supported by embedded systems and Internet-of-Things (IoT) 
security.  

• Critical-Chains is to be validated using four case studies aligned with four critical sectors: banking, 
financial market infrastructures, the insurance sector, and the Highway Toll collection. The validation 
will include evaluating system reliability, usability, user-acceptance, social, privacy, ethical, 
environmental, and legal compliance by scrutiny of the geo-political and legal framework bridging the 
European economy to the rest of the world. The Consortium represents a strong chemistry of relevant 
expertise and an inclusive set of stakeholders comprising end-users (customers), CERTS, the financial 
sector (Banks & CCPs) and the Insurance consultant. 

2.1 Scope of the Deliverable  

The scope of this deliverable is centred on the design and development of the integration components of the 
Blockchain-based infrastructure for the Critical-Chains solution stack. According to the infrastructure, as 
defined in WP3, the individual information systems belonging to each transactional entity will be plugged in 
as nodes of the Blockchain-enabled platform, having access to, and participating in, the distributed ledger. 
The general agreements of technical standardisation as specified by the overall architecture and selection of 
Integration Profiles, sets the technical interoperability standard to be followed for this integration.  
 
Synchronisation will address the development of the mechanisms that govern the Blockchain-based 
synchronisation of the participating nodes as an enforced protocol across the distributed ledger. The 
infrastructure provided in WP3 covers aspects including access control, authentication and authorisation 
management, privacy-preserving user input and logging of data usage. In this task smart contracts and 
privacy-preserving attribute-based credentials will be explored to enable users to easily impose a fine-
grained access control policy for their data, while respecting multiple security policies. This will enable 
efficient data sharing and synchronisation amongst transactional units and provide controllable traceability 
and accountability of the shared data. 
 
Further, a series of tests and activities will be defined and implemented in order to determine if the 
developed services, applications and infrastructure are compliant with the innovation objectives. These 
activities will enable a streamlined process of development of interoperability mechanisms between the 
various components of the solution. 
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3 Linking, Mapping and Synchronisation of the Blockchain Core Components 

In this section, the development iterations of Blockchain core components are listed to present the overall 
positioning of the various blockchain solutions over the Critical-Chains development duration. The first 
subsection presents linking, mapping, and synchronisation of the public blockchain network called Rinkeby. 
Subsequently, the second subsection presents the linking, mapping, and the synchronisation of the more 
secure, fast, and private blockchain solution namely Quorum Blockchain. The last subsection presents the 
integration and the overall positioning of the Critical-Chains blockchain solution containing the Keyless 
Signature Infrastructure and Quorum Blockchain tailored for Critical-Chains. 

3.1 1st Iteration: Overall Positioning of Rinkeby Blockchain Network  

The Critical-Chains first phase pilot use-cases highly depended on the complex business logic that requires 
multiple parties' approval or judgment of some cases (such as the Crop Insurance case). In this sense, the 
first iteration development of the blockchain-based applications required a platform empowered with the 
smart contracts which could contain and support complex business logic. Moreover, this so-called platform 
required a community-based secure digital wallet that could be integrated with the apps in a native sense 
and that could run on the client-side for scalability. Hence, the Critical-Chains first iteration (1st part 
development of Phase 1) development has been made with the Ethereum Public Blockchain Network, 
Rinkeby Blockchain Network to be precise.  
 
In this sense, this section presents the reasoning of the usage of the Ethereum Platform and Rinkeby Network, 
overall linking and mapping of this network, and finally, the synchronisation of the positioned blockchain 
network with the Critical-Chains components and applications.   

3.1.1 Linking and Mapping of the Critical-Chains Components with Rinkeby 

3.1.1.1 Ethereum and Rinkeby Blockchain Network  

Ethereum is a blockchain-based software platform that is primarily used to support the world’s second-
largest cryptocurrency by market capitalisation after Bitcoin namely Ether. Like other cryptocurrencies, 
Ethereum can be used for sending and receiving value globally and without a third party watching or stepping 
in unexpectedly. However, the Ethereum Platform is not limited to crypto transactions, it is more of a 
community-build technology platform that enables users to develop blockchain-based applications that 
could run over the Ethereum Virtual Machine. Moreover, with Ethereum, centralised servers are replaced by 
thousands of so-called “nodes” run by volunteers all over the world thus forming a “world computer.” The 
hope is that one day, anyone in the world will be able to use it. It means that one could build applications 
that no one is in the charge of, in the sense of the data. The idea of Ethereum is to change how apps on the 
internet work today, awarding users more control by replacing intermediaries with smart contracts that 
execute rules automatically. (Coindesk 2020). 
 
Smart contracts are tools that can automatically execute transactions if certain conditions are met without 
requiring the help of an intermediary company or entity. They are often associated with Ethereum, a 
blockchain that was designed to accommodate smart contracts, but the idea is not restricted to any platform 
or network. Smart contracts are made possible by blockchains, a network of computers that work together 
to enforce rules on the network without requiring the help of an intermediary. (Coindesk 2020). The 
fundamental reasoning of using Ethereum Platform in general is the Ethereum is the largest decentralised 
software app that helps to build smart contracts and decentralised applications without any downtime or 
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any third-party interference. As stated, Ethereum allows the developer to create and publish next-generation 
distributed applications based on an actual running blockchain network.  
 
In the first iteration, the Rinkeby Blockchain Test Network has been used in the Ethereum Environment. 
Rinkeby is an Ethereum network (or test network). Test networks are typically used by developers to run 
"tests" for their application or software.  Currency on test networks is valueless. The Rinkeby test network, 
unlike the Ethereum main network, is a proof-of-authority network, as opposed to a proof-of-work network 
such as the Ethereum main network. Some of the characteristics of the Rinkeby Network are: 
 

• Proof of Authority (PoA) & (Clique) 
• Supported by Geth, Besu, Nethermind, and OpenEthereum 
• Chaindata size 6 GB (April 2018) 
• PoA test network started by the Ethereum team. (Uses Clique PoA consensus protocol.) 
• Started in April 2017. Named after a metro station in Stockholm. 
• Immune to spam attacks (Ether supply and transactions are controlled by trusted parties with PoA) 
• Supported by Geth only 
• Does not fully reproduce the current production environment as it uses PoA. 
• Ether cannot be mined. (It must be requested from a tap) 
• Network id: 4 
• Block time: 15 seconds 

 
In terms of the Critical-Chains context, the Rinkeby Blockchain Test Network used since the network itself is 
an exact replicate of the Ethereum Main Network environment in terms of the computing, but the consensus 
algorithm is more suitable for the Critical-Chains context. It enables the developed systems to be tested in a 
real-time blockchain environment without any financial burden. Moreover, it has been a good first step in 
the sense of the Critical-Chains pilot applications in terms of the technical and user aspects. In this context, 
the blockchain transaction approval delays and confirmations have been studied and presented in the 
applications as in user-intimate interfaces. Accordingly, technical expertise has been gained with the network 
and smart-contracts since the conventional backend-based business logic switched to blockchain – smart 
contract – based business logic.  
 

3.1.1.2 Overall Positioning of the Rinkeby Blockchain Network with Critical-Chains 

The specification of the components focused on providing the fundamental functionality with the highest 
possible security while considering privacy-preservation in the first development iteration.  
 
In this sense, the first component identified was the Authentication-as-a-Service which developed with 
Keycloak Authentication provider. The linking of the component has been made using the Critical-Chains web 
applications boilerplate project. Critical-Chains applications rely on the React-based projects and Node.Js-
based backend system. It composes of a web server and the application beneath it. The linking of the 
Keycloak server has been made using the Keycloak JavaScript library and its corresponding API that enables 
direct linkage between the Authentication Server and the web server. The mapping of these two-components 
has been in the infrastructure layer of the cloud. The Keycloak Server deployment and application 
deployments have been made in different subnets placed under one virtual network secured with the 
Network Security Groups. The connections have been secured using the HTTPS connections and valid 
certificates including SSL (communications via TLS and HTTPS protocols). 
 
Accordingly, the following linkage has been made for the interoperability and integration capability. For this 
matter, a set of RESTful web services were developed for various data operations. Endpoints have been 
connected both with the user interfaces in the frontend and the blockchain interfaces for secure yet operable 
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data registration, retrieval, and transactions. The mapping has been completed with the Frontend module, 
backend module, and the blockchain interfaces (Web3.js and Infura API).  
 
In terms of the Blockchain component linking, initially, the smart contracts have been developed according 
to the business logic of the Pilot use-cases. Afterward, the smart contracts have been deployed to the Rinkeby 
Blockchain Network for the Ethereum Virtual Machine (EVM) to keep the meaningful code for the use-case 
usage. In simple terms when the expected certain set of rules are satisfied, the expected transactions are 
sent to the blockchain. Afterwards, some interfaces have been integrated and mapped with the business-
specific smart contracts for the Critical-Chains applications to communicate securely via the applications. In 
this sense, the web3.js library and the corresponding API Infura have been used for the interoperability 
between the public blockchain system with the applications. The Infura API is powered by a cutting-edge 
micro-service-driven architecture that dynamically scales to support the APIs. It enables connection to 
Ethereum and IPFS via HTTPS and WebSocket, where request-response times are up to 20 times faster than 
other services and self-hosted solutions. In order to scale the connections, the Infura API has been enhanced. 
The overall interfaces provide a capability to convert the POST and GET operations of the REST architecture 
to SEND and CALL operations in which these methods are the only meaningful instructions that the 
blockchain system may understand since the system itself could only allow a data registration or data 
retrieval, none of the other operations are supported in the blockchain system. 
 
Finally, in the first iterations, the Metamask wallet provider has been used so that Critical-Chains users could 
complete their transactions by signing them. Metamask enables the execution of the Ethereum operations, 
including identity management, signing transactions, and managing multiple accounts over multiple 
networks (including the Mainnet, Ropsten, Kovan, and Rinkeby). The wallet has been used via the HD Wallet 
Provider library. The Metamask wallet provides features as asymmetric key pairing and storing. Also, it 
introduces Web3 interface within the browser apps to complete the overall transaction life cycle within the 
blockchain environment. Moreover, it provides a suitable environment for various test networks to validate 
the functionality of Blockchain-based applications and enables users to conduct transactions through the 
browser which provides further stability and scalability since all the signing operations are carried out on the 
client-side.  

 
Figure 1. The First Iteration Blockchain Mapping and Linking 
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In order to visually represent the overall linking and mapping of the blockchain components with the Critical-
Chains components, Figure 1 diagram has been created. The architecture represents a layered presentation 
of the first iteration components and their positioning over the web and Critical-Chains environment. The 
architecture diagram depicts the flow linkages in terms of a transaction request (data registration) that could 
occur. The blue flow represents the transaction request and the purple colour in some inner parts represents 
the alternative flow of a data call (retrieval) in the applications.  

3.1.2 Synchronisation of the Transactions to the Rinkeby 

The activity begins by an externally owned account (refers to an account maintained by a human, rather than 
a contract) is referred to an Ethereum transaction. For instance, If Bob transfers Alice 1 ETH, Bob's account 
must be debited and Alice's account must be credited. Within a transaction, this state-changing operation 
occurs. 
 
In the sense of gas (the cost of the computing in the Ethereum Blockchain-based Computing Environment 
called EVM), once the transaction has been submitted the following flow is realised: 
 

1. Once transaction sent, cryptography generates a transaction with 

hash: 0x97d99bc7729211111a21b12c933c949d4f31684f1d6954ff477d0477538ff017 

2. The transaction is then broadcast to the network and included in a pool with lots of other 

transactions. 

3. A miner must pick the transaction and include it in a block in order to verify the transaction and 

consider it "successful". 

4. It may end up waiting at this stage if the network is busy and miners are not able to keep up. 

Miners will always prioritise transactions with higher GASPRICE because they get to keep the fees. 

5. The transaction will also get a block confirmation number. This is the number of blocks created 

following the block that included a given transaction. The higher the number, the greater the 

certainty that the transaction was processed and recognised by the network. This is because 

sometimes the block the transaction was included in may not have made it into the chain. 

6. The larger the block confirmation number the more immutable the transaction is. So, for higher 

value transactions, more block confirmations may be desired. (Ethereum 2021) 

In terms of preventing a bifurcation of the blockchain and / or transactions in each block of the chain, this is 
worked on by many network participants or miner nodes. The one with the highest score is chosen over the 
others due to the inclusion of a specific method for scoring alternative versions of the history (in addition to 
safe hash-based history). Orphan blocks are blocks that were not chosen for inclusion in the specified chains 
or that are unfinished. Though blockchain is an iterated process of forming a chain of blocks, a fork in the 
chain could be created and expected under certain conditions, such as when two peer or miner nodes on the 
network find and broadcast a new block reference similar to that of the previous one in an environment with 
little to no permissions. Different versions of history, such as the highest-scoring version known to them, may 
be recorded in the local chain data storage of miner or peer nodes running on the same network. These 
nodes will overwrite their own local storage, resend, and broadcast these enhancements to their peer miner 
nodes whenever a new version with a better score is released, such as the insertion of a new block to the 
chain. (Nakamoto 2009) (Yiu 2021)     
 
The blockchain technology is built on a peer-to-peer (P2P) architecture and with the Proof of Work consensus 
algorithm, at the approval of block stage every node in the network has the same rights. Each peer is a node, 
and they could be distinguished based on their role as follows: 
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• Validation: A validation node is a node that validates information, verifies its accuracy, and passes it 

on to other nodes, enabling monetary value to be transferred from point A to point B. Because every 

mining node is also a validation node, mining nodes are a subset of validation nodes. 

• Mining: A mining node is a validation node that uses the hardware system to guess the number and 

letter combinations required to validate and verify a block. To boost the chances of guessing, a 

mining node can join forces with other nodes and transmit guesses to a common pool (pool mining), 

although it still counts as only one node. 

In simple terms, mining nodes are responsible for guessing the combination required to mark a block as 
legitimate, seal it, and confirm it, whereas validation nodes are responsible for validating and ensuring that 
the process is correct. The information is then passed on to other nodes. (Davies 2020) 
 
On the other hand, the Proof of Authority (PoA, as used in the first iteration development) consensus 
algorithm is a blockchain method that uses a consensus mechanism based on the identity of a stakeholder 
to produce comparatively fast transactions (Hasan, Brunie and Bertino 2021). In this algorithm, validators, or 
approved accounts, validate transactions and blocks in PoA-based networks (Parity Technologies 2017). 
Validators use software to organise transactions into blocks. The process is automated, so validators do not 
have to monitor their computers constantly. It does, however, necessitate keeping the computer (the 
authority node) secure.  
 
Gavin Wood, co-founder of Ethereum and Parity Technologies, created the term “Proof of Authority” (Wood 
2015). Individuals earn the right to become validators through PoA, thus they have an incentive to keep the 
position they have earned. Validators are incentivised to support the transaction process by attaching a 
reputation to their identities, since they do not want their identities to be associated with a negative 
reputation. This is thought to be more secure than PoS (Proof-of-Stake), which, though a stake between two 
parties may be equal, does not account for each party's entire holdings. As a result, incentives may be 
uneven. Proof of Authority, on the other hand, only permits one validator to approve non-consecutive blocks, 
limiting the potential of catastrophic damage to the authority node. Proof of Authority is best suited to 
private blockchains where the identification of authority nodes may be established and revealed within the 
network. Some argue that PoA is unsuitable for public blockchains however it is one of the early adopted 
consensus algorithms for the private blockchains.  
 
In conclusion, the synchronisation of a transaction covers the overall timeline from the transaction request 
that has been signed by the users to the transaction approval, registration in the block, and finally the block 
approval and validation period. Accordingly, this process differs in each consensus algorithm regardless of 
the Blockchain network. 

3.2 2nd Iteration: Overall Positioning of Quorum Blockchain Network 

Blockchain as a Service layer contributes to the Critical-Chains framework by providing Blockchain and 
Blockchain Integrity capabilities, by combining Quorum Blockchain technology, based on Ethereum, and the 
Guardtime Keyless Signature Infrastructure (KSI). The Quorum Blockchain is used to execute business logics 
on the Blockchain through the means of the smart contracts, and to develop use cases based on the use of 
Blockchain technology that involves for example the exchange of cryptocurrencies. KSI is used to sign 
transactions in platform level, protecting the integrity in which KSI is using a private blockchain.   
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3.2.1 Linking and Mapping of the Nodes and the Consensus Algorithm  

Quorum is an Ethereum based distributed-ledger technology and open-source protocol layer that enables 
enterprises to leverage Ethereum for private production blockchain applications.  It provides a permissioned 
implementation of Ethereum which supports transactions and contract privacy.  
 
The Quorum and Ethereum platforms function similarly, but with a few key differences:  

• Network and peer permissions management - Quorum is a permissioned system, where only 

authorised parties are given access to the platform network.  Indeed, Quorum has a permissioned 

chain of people in the system; exchanges take place between participants who are pre-approved by 

a designated authority.  

• Enhanced transaction and contract privacy - Quorum differentiates between public and private 

transactions.  Open transactions are similar to those taking place on the Ethereum platform; 

whereas, private transactions are confidential, insofar as data relating to the transactions are not 

exposed to the public.  

• Better performance - due to its simple consensus mechanism, Quorum can easily provide more than 

100 transactions per second, higher than Bitcoin and Ethereum.  

With no need for Proof of Work (PoW) in a permissioned network, Quorum implements multiple consensus 
mechanisms that are more appropriate for consortium chains.  Quorum Istanbul BFT is a state machine 
replication algorithm, where each validator maintains a state machine replica in order to reach block 
consensus. A schematic for the operation of the system (in the case of adding blocks to the blockchain) is 
provided in Figure 2.  
 

 
Figure 2. GoQuorum schematic for block addition 

The Quorum Blockchain is a simple privacy supporting network for both private/ public transactions and 
smart contracts. In fact, all public and private smart contracts and state derived blockchain of transactions 
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are validated by every node in the network exposing details of private transactions and contracts to relevant 
parties. With this permissioned implementation of Ethereum supporting data privacy, the network is able to 
process hundreds of transactions per second, depending on system configuration, enough to support 
institutional volumes as happens for financial services.  
 
The Quorum architecture in Figure 3 is composed by the following elements (JP Morgan 2016): 
 

• Transaction Manager: enables access to encrypted transaction data for private transactions, 

manages local data store and communication with other Transaction Managers. 

• Crypto Enclave: responsible for private key management and encryption and decryption of private 

transaction data. 

• QuorumChain: voting-based, BFT-hardened consensus mechanism that utilises core Ethereum 

features to verify and propagate votes through the network. 

• Network Manager: controls access to the network, enabling a permissioned network to be created. 

 

 
Figure 3. Quorum Framework Architecture 

Permissionless blockchains reach consensus via a decentralised protocol applied across an unlimited set of 
nodes (or participants). These protocols typically make minimal assumptions regarding the trustworthiness 
of these nodes and do not require them to reveal their identities beyond a pseudonymous identifier. As a 
result, permissionless networks do not assume any level of trust in the participants as the identities of these 
participants are not known, and participants can control multiple identities and freely acquire new identities 
and dispose of old ones. Permissioned blockchains, in contrast, restrict the set of validator nodes that may 
update the blockchain, restrict participation of nodes even as users, and approved nodes are often required 
to provide full transparency regarding their identities.  
 
In permissioned blockchains, where the validators can be trusted, consensus can be established with high 
performance and efficiency, and the transparency regarding identities, enabling trust and the accountability 
that is required in certain environments. The key distinction between permissioned and permissionless 
blockchains is that in the former the identities of the permissioned nodes can be established outside of the 
blockchain, and thus these nodes can accumulate reputation and be subject to contractual enforcement 
outside the blockchain ecosystem, agreeing, for instance, that participation in an attack would incur a certain 
penalty or forfeit a bond posted outside the blockchain.  
 
Validators may also have established reputations outside the blockchain, which could be negatively affected 
if they are discovered to participate in an attack. On the other hand, the fact that validators have known 
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identities enables them to enter into side agreements in the form of either formal or relational contracts that 
could facilitate the coordination required for multiple validators to collude and carry out an attack. While 
nodes in permissionless blockchains may also contract based on their blockchain identities and mechanisms 
like smart contracts, the ability to identify the validators in permissioned blockchains outside of the 
blockchain allows punishment via negative reputation feedback as well as institutional enforcement 
mechanisms such as the courts. Permissioned blockchains thus enable a wider set of means to incentivise 
desired behaviours from their validators. 
 
The implementation of nodes in this framework is a lightweight fork of Geth and takes the same advantage 
of the regular Ethereum nodes, with the difference that there is no need to have many nodes as the Ethereum 
network (4437 (Ether Nodes 2021) at the current time) because, in private blockchain environments, any 
node is able to download the content of the blockchain, while, writing capabilities are strictly related to 
enabled participants.  

 
Within the Critical-Chains Consortium, we implemented 3 replicative nodes, avoiding the need of extra 
resources at this point of the project, to enable data redundancy. In fact, in the case of a data loss from one 
of our nodes, the other nodes will replicate data available in the corrupted node acting as backup. The node 
details are presented in Figure 4, 5 and 6. 
 

 
Figure 4. CC Node 1 information 
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Figure 5. CC Node 2 information 

 
Figure 6. CC Node 3 information 
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The Critical-Chains Quorum network is managed through Quorum Maker, a tool that allows to create Quorum 
nodes by inputting basic information and configuring the backend automatically. It is possible to create any 
number of Quorum nodes which can be distributed on separate Linux based machines or cloud instances for 
a production environment. In addition to its easy-to-use wizard noninteractive setup interface, it also 
provides a web-based interface for managing and monitoring the Quorum network.  As Figure 7 shows, the 
interface reports an individual node monitor, a block explorer, and an online log watcher.  
 

 
 

Figure 7. Quorum Maker interface 

The Critical-Chains nodes are maintained through 2 Azure virtual machines for avoiding the use of Azure 
Blockchain Services to achieve more flexibility and security with the following specifications:  

 
Table 1. Quorum Blockchain, Specification of the Nodes 

Service type Custom name Region Description 

Virtual Machines 
Quorum 
Blockchain 

West Europe 

2 B2S (2 vCPUs, 4 GB RAM) x 730 
Hours; Linux – Ubuntu; 2 managed 
disks – S10, 100 transaction units; 
Inter Region transfer type, 5 GB 
outbound data transfer from West 
Europe to East Asia 

 

3.2.2 Synchronisation of the Transactions on Quorum 

Quorum introduces the idea of public and private transactions, where Quorum has extended the Ethereum 
transaction model to include an optional “privateFor” parameter, where this makes the transactions to be 
treated as private, and the transaction type method as “IsPrivate” to recognise the private transactions. 
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Public transactions are transactions with the payload visible to all the participants within the same Quorum 
network. This type is the same as the Ethereum transactions. 
 
Private transactions have the payload only visible to the network participants whose public keys are specified 
in the “privateFor” parameter of the transaction. This parameter can have multiple addresses separated by 
a comma. When the Quorum Node comes across a transaction whose “privateFor” value is non-null, it 
automatically sets the Transaction Signature to be set as 37 or 38, in other words, to ‘private,’ as opposed to 
the 27 or 28 values which are ‘public’ within Ethereum. Public transactions are executed in the standard 
Ethereum way, and so if a Public Transaction is sent to an account that holds a contract code, each participant 
will execute the same code and their underlying StateDBs will be updated accordingly.  
 
Private transactions, however, are not executed per standard Ethereum: prior to the sender’s Quorum node 
propagating the transaction to the rest of the network, it replaces the original transaction payload with a 
hash of the encrypted payload that it receives from Constellation/Tessera - Haskell and Java implementations 
of a general-purpose system for submitting information securely. Participants that are party to the 
transaction will be able to replace the hash with the actual payload via their Constellation/Tessera instance, 
whilst those Participants that are not a party to the transaction will only see the hash. The result is that if a 
private transaction is sent to an account that holds contract code, those participants who are not a party to 
the Transaction will simply end up skipping the transaction, and therefore not execute the contract code. 
However, those participants that are party to the transaction will replace the hash with the original Payload 
before calling the EVM for execution, and their StateDB will be updated accordingly. In the absence of making 
corresponding changes to the geth client, these two sets of participants would therefore end up with 
different StateDBs and not be able to reach a consensus.  In order to support this bifurcation of contract 
state, Quorum stores the state of public contracts in a Public State Trie that is globally synchronised, and it 
stores the state of Private contracts in a Private State Trie that is not synchronised globally. 
 
In Figure 8 we describe how private transactions are executed within the Quorum network: 
 

 
Figure 8. Quorum private transactions process 
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1. Dapp sends a transaction to the Quorum Node, specifying recipient and transaction payload. 

2. Prepare Tx Payload Record by generating a symmetric key, encrypt the payload with the symmetric 

key, hash of the encrypted payload, encrypt the symmetric key with the public keys of the parties to 

the Tx, then send to the TxMgr for storage. 

3. TxMgr validates the sending signature and stores the TxPayload message. 

4. Tx sent to the Quorum node containing only the hash of the encrypted payload generated in step 2. 

5. Quorum Node receives a new block for validation containing the private Tx. It requests the payload 

data from the TxMgr (passing its Pubkey, TxHash, Sig). 

6. TxMgr validates the signature, looks up the TxHash and if the requester is party to the Tx, return the 

encrypted payload and encrypted Symmetric key. 

7. Quorum Node decrypts the symmetric key, decrypts the Tx Payload and sends this   to the EVM for 

contract code execution. 

TxPayload includes: 
 

• Hash of encrypted Tx payload (TxHash) 

• Party 1 Public Key encrypted Symmetric Key 

• Party 2 Public Key encrypted Symmetric Key 

• Party n Public Key encrypted Symmetric Key 

3.3 3rd Iteration: Positioning and Integration of the KSI with Quorum Blockchain 

3.3.1 Linking and Mapping of the KSI over Quorum Blockchain 

The main components of the Quorum Integrity solution and their relations are shown in the component 
diagram in Figure 9. The solution consists of two applications – Quorum Signer and Quorum Verifier. The first 
one is a long-running daemon process that listens for new block events from the Quorum network, creates 
and links dockets and stores dockets in the docket repository implemented as a PostgreSQL database. The 
second, Quorum Verifier, is an interactive command line application that verifies the integrity and 
consistency of a running Quorum network with the block hashes and timestamps stored in dockets. 
  
Both of these applications, implemented in Java, are based on a common software library that provides 
application specific shared functionality like database access, handling of docket structures and KSI 
signatures, and interfacing with Quorum nodes. The functionality provided by the common library is, in turn, 
based on existing software libraries, including PostgreSQL JDBC library, Docket SDK and web3j-quorum 
library. 
  
The Quorum Integrity solution depends on the following external components. First, it requires access to a 
repository for storing dockets. In the Critical-Chains setup, a PostgreSQL database is used as a docket 
repository. Second, access to one or more Quorum nodes is required in order to read block index values, 
block hashes and timestamps. The Quorum Integrity solution does not store Quorum transactions or 
complete block headers in dockets. Based on the information available in the docket repository, it is possible 
to infer information about the number of blocks created by the Quorum network and timestamps of Quorum 
blocks, but no information about the contents of private or even public transactions is leaked. Finally, as a 
third external dependency, the solution needs access to a KSI gateway for creating, extending and verifying 
the unextended KSI signatures. 
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Figure 9. Quorum Integrity component diagram 

More details about the internal functioning of Quorum Signer and Quorum Verifier applications are provided 
in Section 3.3.3. 

3.3.2 Synchronisation of Quorum Blockchain blocks with KSI Signatures 

The Quorum Integrity solution requires read-only access to the Quorum network. It can be configured to 
communicate with one or more Quorum nodes. Communicating with just one Quorum node is sufficient for 
the basic service, but connecting to more than one node is recommended, as it provides additional availability 
guarantees and assurance that all Quorum nodes provide a consistent view of the ledger. The means 
provided by the web3j-quorum library are used for extracting new block events and block header data from 
the Quorum network. Internally, the library uses the RPC interface exposed by Quorum nodes exposed over 
TCP. For communicating with the database, Quorum Integrity uses the standard PostgreSQL JDBC library 
which also uses TCP and PostgreSQL frontend/backend protocol. Standard authentication mechanisms, 
including TLS certificates and passwords are supported. 
  
The Quorum Integrity solution uses Docket SDK (and embedded KSI library) for communicating with the KSI 
gateway over TCP. As dockets do not contain any sensitive information, the encryption of dockets or the 
docket repository is not required. Moreover, due to the nature of KSI signatures, an attacker with access to 
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the KSI gateway cannot compromise the security of the Quorum Integrity solution because KSI signatures 
cannot be backdated. 
  
For integrating the Quorum Integrity deployment with a monitoring solution, the monitoring solution can 
monitor the process table to check the existence of a Quorum Signer process. Also, logs can be monitored 
for liveness and potential errors. Finally, the increasing count of dockets in the database can be used as an 
indicator of normal functioning of the Quorum Signer process. As the Quorum Verifier is run interactively 
(directly or via some interface), it does not require additional monitoring, because the report generated by 
the Quorum Verifier is itself an indication about the success or failure of the process. Another viable approach 
is to run the verification process regularly and store the output in a log file. The monitoring solution can then 
check the logs for verification status. 

3.3.3 Signing, Verification and Overall Data Integrity with KSI  

The sequence diagram shown in Figure 10 describes the main steps performed by the Quorum Signer process. 
When the application is started, it begins with an initialisation phase to figure out the point at which to pick 
up the processing. Then it enters a waiting loop that reacts to new block events from the Quorum network 
by creating new dockets, linking them to already existing dockets and securing these structures with KSI 
signatures. 
 

 
Figure 10. Quorum Signer sequence diagram 
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The Quorum Integrity solution provides better assurance of the data integrity when it is running continuously. 
When the Quorum Signer process is not running, the time interval between dockets increases and the quality 
of integrity proofs hence decreases. Short periods of time (in minutes) without a running Quorum Signer 
process do not compromise the overall security or the value of the proofs already stored in the docket 
repository, so the service or servers can be restarted without additional measures. Only one instance of 
Quorum Signer can be running at the same time in one environment, as multiple processes running at the 
same time may generate conflicting proofs due to race conditions. It is safe to run multiple processes in 
separate environments (the docket repositories of Quorum Signer processes must be isolated). 
  

 
Figure 11. Quorum Verifier sequence diagram 
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A sequence diagram of a Quorum Verifier process is shown in Figure 11. It begins with an initialisation phase 
that evaluates the status of the Quorum network (current block height) and available integrity evidence in 
the docket repository. Then it loops through all the evidence and compares the integrity of block hashes and 
timestamps between the values read from dockets and the values fetched from the live Quorum network. 
Finally, an integrity report is generated. 
 

4 Linking, Mapping and Synchronisation of Authentication Service with 
Blockchain Service  

4.1 Integration of the Authentication Service and Blockchain Service  

4.1.1 Linking and Mapping of the Authentication Service and Blockchain Public - Private Keys 

The two fundamental components of the application are Keycloak, which acts as an identity-authentication 
service, and Vault, a service that creates an encrypted storage and secure access to a series of data called 
secrets, each associated with an identifier. In the context of Critical-Chains, Vault acts as a glue to the various 
components of the service since it maintains within itself the private keys of the wallets, i.e., an alphanumeric 
string used to sign transactions within the blockchain thanks to the property of asymmetric encryption, 
generated on the spot by a node of the quorum network, which will start from a pseudorandom base. 
 
The service is also a safe space to save this kind of data, it is in fact completely encrypted and uses its own 
secure protocol to manage access to the secrets stored inside. Each private key will be tied to a Keycloak ID, 
an alphanumeric string that uniquely distinguishes the user within the Keycloak instance. The service enables 
anyone who is registered, to perform daily operations on the Quorum instance, regardless of other factors 
related to the Ethereum blockchain such as gas fees, using a username and password, without relying on 
services such as Metamask and managing policies at the same time (i.e., 100 users limitation per day).  
 
Access to the service is managed by Keycloak that, in addition to managing various information about the 
user, controls access through the OpenID protocol. To maintain all other information that are not included 
in Keycloak or Vault a Postgres SQL database will be used also chosen for its ability to work with JSON 
documents. Finally, each call to the chain will be handled by the Ether.js library that abstracts the GRPC 
model, used by the Ethereum Base to receive the tasks to be performed, passing through HTTP and 
WebSocket, the two protocols most suitable for this kind of operation. 
 
The service is entirely written in Node.js, server-side runtime for applications written in JavaScript and 
Typescript and can be used through the Https protocol. However, the service is modelled to work as a REST 
API enabling it to be used directly by front end but also by other server applications. In Figure 12 and 13 we 
describe sequence/ response relations: 
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Figure 12. Authentication through Keycloak API 

 
The flow of the process is given below. 

 
1. The user sends username and password from the frontend to the server. 

2. The server forwards the credentials to the Keycloak instance in order to proceed with the 

authentication. 

3. Keycloak returns a set of data where the Keycloak ID has been extracted. 

4. Keyvault receives the Keycloak ID. 

5. Keyvault returns private key  

6. Server returns JWT. 
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Figure 13. OAUTH2 Authentication 

 
The flow of the process is given below. 

 
1. The Frontend redirect the user to the OAUTH 2 page of Keycloak.  

2. Keycloak returns a set of data where the Keycloak ID has been extracted.  

3. The server receives the Keycloak ID from the frontend.  

4. The server sends the Keycloak ID to Keyvault. 

5. Keyvault returns a private key to the server.   

6. The server returns a JWT to the front end. 

 

The overall architectural positioning of the service is represented in Figure 14: 
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Figure 14. Public – Private Key service positioning in the architecture 

4.1.2 Synchronisation of the Authentication Service and Blockchain Keys  

To allow the synchronisation of the authentication service and blockchain keys the technologies adopted are: 
- NodeJS 

- Quorum network  

- Vault  

- Keycloak 

- Postgre SQL database  

- APIs 

o https: to use the service.  

o OAuth 2: different from OpenID. 

o integrated Vault APIs. 

o GRPC: used from Web3. 

The keypairs registered for each user are registered on the Vault, through the association of KeycloakID and 
private key, keeping on user data and password on the database. At the same time, for each new registration 
a Keycloak user and a wallet are created and associated. Security and integrity of the keys are ensured by the 
Vault through encryption.  



Critical-Chains Project (Grant Agreement Number: 833326)              Deliverable 3.11 

 

 
This project has received funding from the European Union Horizon 2020 Programme for research, 
technological innovation and demonstration under Grant Agreement number 833326 H2020-SU-DS-
2018 

29 
 

 
Figure 15 shows the Vault high-level overview. 

 

 
Figure 15. Vault high-level overview 

The storage backend is untrusted and is used to durably store encrypted data. When the Vault server is 
started, it must be provided with a storage backend so that data is available across restarts. The HTTP API 
similarly must be started by the Vault server on start so that clients can interact with it. 
 
Once started, the Vault is in a sealed state. Before any operation can be performed on the Vault it must be 
unsealed. This is done by providing the unseal keys. When the Vault is initialised, it generates an encryption 
key which is used to protect all the data. That key is protected by a master key. By default, Vault uses a 
technique known as Shamir's secret sharing algorithm to split the master key into 5 shares, any 3 of which 
are required to reconstruct the master key.  
 

5 Conformance Testing  

5.1 Web Application Functional Tests 

Web application functional testing is one of the common testing methods used for applications. It is mostly 
used to test every function and every component of the software application. As such this testing method 
has been used to test the correct working of each function of each pilot. There are different types of software 
testing methods in the market. Functional tests provide an efficient means of assessing the quality of the 
systems, mainly focusing on any possible system errors. In this deliverable, there are two testing approaches 
followed. These are Graphical User Interface (GUI) and Regression testing. GUI testing aims for the validation 
of the visual components and their functionalities such as buttons, text boxes, etc working as expected. 
Regression testing aims for the validation of the applications, whether they performed in high standards as 
previous versions. 
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5.1.1 Graphical User Interface Testing 

Graphical User Interface (GUI) testing process of testing the visual elements of an application and its 
functionalities such as checkbox buttons, textbox etc. The reason why GUI testing is important is that 
applications are tested from the user's perspective. Efficiently the test reduces the number of risks towards 
the end of the development life cycle. It offers developers and testers ease of use and learning. It helps to 
validate the compliance of various icons and elements with their functionality and even design specifications. 
 
In this section, visual design and functionalities based on each pilot in the form of web applications are tested. 
Standard table of the visual design provided and according to standard table, the evaluation of the system 
has been held. Functionality side of the GUI testing based on manual testing in which checkbox, buttons, and 
other component functionalities are tested. 

 
5.1.1.1 Banking Pilot 

In this section the Banking Pilot application has been tested according to Pilot visual design and visual 
element’s functionalities. The table below represents the GUI testing of Banking application stated with Field, 
Field Type, Description, and status.   
 
Table 2. Banking Pilot GUI Testing 

#  Field  Field Type  Description  Status 

1 Customer 
private key  

Textbox Customer enters private key information Pass 

2 Login Button Customer clicks on login button Pass 

3 Search 
transaction 

Textbox Customer searches the transaction to score Pass 

4 Search  Searchbar Customer presses the search button Pass 

5 Rate merchant Button Customer presses rate merchant button  Pass 

6 Positive 
feedback 

Togglebutton On Customer gives positive evaluation  Pass 

7 Negative 
feedback 

Togglebutton Off Customer gives negative evaluation  Pass 

8 Submit 
feedback 

Button  Customer submits the feedback Pass 

9 Feedback 
submitted  

Banner  After feedback submission a banner will be displayed  Pass 

10 Logout Button Customer logs out Pass 

11 Merchant 
private key  

Textbox Merchant enters private key information Pass 

12 Login Button Merchant clicks on login button Pass 

13 Merchant 
feedbacks 

Sidebar Menu Link Merchant clicks on “your feedback” sidebar menu Pass 

14 Feedback’s 
pagination 

Table Merchant clicks on desired page number to change 
table page using pagination 

Pass 

15 Merchant 
scoring 

Sidebar Menu Link Merchant clicks on “merchant scoring” sidebar menu Pass 

16 Logout Button Merchant logs out Pass 

17 Acquirer 
private key  

Textbox Acquirer enters private key information Pass 

18 Login Button Acquirer clicks on login button Pass 

19 Merchants  Sidebar Menu Link Acquirer clicks on “Merchants” sidebar menu Pass 

20 Select 
merchant  

Button  Acquirer selects the merchant  Pass 
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#  Field  Field Type  Description  Status 

21 Merchant 
feedback  

Button Acquirer clicks to see merchant’s feedback  Pass 

22 Feedback’s 
pagination 

Table Acquirer clicks on desired page number to change 
table page using pagination 

Pass 

23 Previous page  Button  Acquirer clicks to move on previous page  Pass 

24 Merchant 
scoring 

Sidebar Menu Link Acquire clicks to see the score of the selected 
merchant  

Pass 

25 Dashboard  Sidebar Menu Link Acquirer clicks on “dashboard” sidebar menu Pass 

26 Logout Button Acquirer logout Pass 
 

5.1.1.2 Insurance Pilot  

In this section the Insurance Pilot application has been tested in accordance with the Pilot visual design and 
visual element’s functionalities. Below table represents the GUI testing of an insurance application stated 
with Field, Field Type, Description, and status.   

 
Table 3. Insurance Pilot GUI Testing 

#  Field  Field Type  Description  Status 

1 Broker Wallet ID Textbox Broker enters Wallet ID information Pass 

2 Password Textbox Broker enters Password information Pass 

3 Login Button Broker clicks on login button Pass 

4 Dashboard Link Broker clicks on Dashboard sidebar menu Pass 

5 Dashboard 
Contract View 

Button Broker clicks on contract view button in order to display 
contract details 

Pass 

6 Dashboard 
Contract Detail 
Modal Confirm 

Button Broker clicks on Confirm button in order to approve 
contracts coming from Users 

Pass 

7 Dashboard 
Contract Detail 
Modal Close 

Button Broker clicks on Close button to close modal Pass 

8 Dashboard 
Pagination 

Table Broker clicks on desired page number to change table 
page using pagination 

Pass 

9 Send New 
Proposal 

Sidebar 
Menu Link 

Broker clicks on Send New Proposal sidebar menu Pass 

10 Client Name Textbox Broker enters Client Name information Pass 

11 Email Address Textbox Broker enters Email Address information Pass 

12 Wallet ID Textbox Broker enters Wallet ID information Pass 

13 Phone Number Textbox Broker enters Phone Number information Pass 

14 Type of Insurance Checkbox Broker selects Type of Insurance  Pass 

15 Address Textbox Broker enters address information Pass 

16 Total Insurance 
Value 

Textbox Broker enters Total Insurance Value information Pass 

17 Expiration Date Calendar Broker selects Expiration Date Pass 

18 Type of Covered 
Adversities 

Checkbox Broker selects Type of Covered Adversities Pass 

19 Premium Payment Textbox Broker Premium Payment value Pass 

20 Send New 
Proposal Button 

Button Broker clicks on Send New Proposal button to send 
proposal  

Pass 

21 Send New 
Proposal BlockUI  

BlockUI After broker clicks on Send New Proposal button BlockUI 
blocks all the page  

Pass 

22 Sidebar Menu - 
Proposal  

Link Broker clicks on Proposal sidebar menu Pass 
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#  Field  Field Type  Description  Status 

23 Proposal Contract 
Detail Modal View 

Button Broker clicks on View button to display Contract detail Pass 

24 Proposal Contract 
Detail Modal Close 

Button Broker clicks on Close button to close opened Modal Pass 

25 Proposal 
Pagination 

Table Broker clicks on desired page number to change table 
page using pagination 

Pass 

26 Sidebar Menu – 
Claim 

Link Broker clicks on Claim sidebar menu Pass 

27 Claim Contract 
View 

Button Broker clicks on View button to see claim contract detail Pass 

28 Claim Contract 
Modal Approve 

Button Broker clicks on Approve button to approve claim status 
coming from Users 

Pass 

29 Claim Contract 
Notification 

Toaster 
Message 

After Metamask transaction is done, toaster message will 
be displayed to broker 

Pass 

30 Claim Contract 
Modal Close 

Button Broker clicks on Close button to close opened Modal Pass 

31 Notification Link Broker clicks on Notification link to see contract 
notifications 

Pass 

32 Logout Button Broker clicks on Logout button  Pass 

33 User Wallet ID Textbox User enters Wallet ID information Pass 

34 Password Textbox User enters Password information Pass 

35 Login Button User clicks on login button Pass 

36 Dashboard Link User clicks on Dashboard Sidebar Menu link  Pass 

37 Dashboard 
Pagination 

Table User clicks on desired page number to change table page 
using pagination 

Pass 

38 Approve Contract Button User clicks on approve button to approve contract coming 
from Broker 

Pass 

39 Approve User 
Notification 

Toaster 
Message 

After Metamask transaction is done, toaster message will 
be displayed to user 

Pass 

40 Dashboard View 
Contract Detail 

Button User clicks on contract view button in order to display 
contract details 

Pass 

41 My insurance Link User clicks on My Insurance Sidebar Menu link  Pass 

42 My Insurance 
Pagination 

Table User clicks on desired page number to change table page 
using pagination 

Pass 

43 My Insurance View Button User clicks on contract view button in order to display 
contract details 

Pass 

44 My Insurance 
Contract Detail 
Modal Close 

Button User clicks on Close button in order to close opened 
modal  

Pass 

45 My Insurance 
Claim 

Button User clicks on Claim button in order to send claim request 
to broker 

Pass 

46 My Insurance 
Claim Submit 

Button User clicks on Notification link to see contract 
notifications 

Pass 

47 My Insurance 
Claim Modal Close 

Button User clicks on Close button to close opened Modal Pass 

48 My Insurance 
Claim Notification 

Toaster 
Message 

After Metamask transaction is done, toaster message will 
be displayed to user 

Pass 

49 Notification Link User clicks on Notification link to see contract 
notifications 

Pass 

50 Logout Button User clicks on Logout button Pass 
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5.1.1.3 Financial Market Infrastructure Pilot  

In this section Financial Market Infrastructure Pilot application has been tested according to Pilot visual 
design and visual element functionalities. Below table represents the GUI testing of Financial Market 
Infrastructure application stated with Field, Field Type, Description, and status.   

 
Table 4. Financial Market Infrastructure Pilot GUI Testing 

#  Field  Field Type  Description  Status 

1 Username Textbox User enters username information Pass 

2 Password Textbox User enters Password information Pass 

3 Login Button User clicks on login button Pass 

4 SPID 
authentication 

Button User authenticates through the Italian SPID Pass 

5 SPID 
confirmation  

Button User confirms its data available on SPID and access to the 
application 

Pass 

6 User profile Sidebar 
Menu Link 

User accesses his personal profile Pass 

7 User wallet Sidebar 
Menu Link 

User clicks on the wallet link Pass 

8 Available funds Sidebar 
Menu Link 

User accesses to the available funds in the application Pass 

9 Funds 
pagination 

Table User clicks on desired page number to change table page using 
pagination 

Pass 

10 Subscribe  Button User decides to subscribe to one of the pension funds available 
in the pagination 

Pass 

11 Subscription 
form 

Textbox  User inserts his information to subscribe to the funds (many 
data fields are prefilled) 

Pass 

12 Submit  Button User submits the subscription Pass 

13 User wallet Sidebar 
Menu Link 

User clicks on the wallet link Pass 

14 Subscribed 
fund deposit 

Button User chooses to deposit cryptos to the subscribed fund Pass 

15 Value to 
deposit 

Textbox User inserts the amount to deposit Pass 

16 Confirm 
deposit 

Button User confirms the deposit Pass 

 

5.1.1.4 Toll Collection Pilot  

In this section Toll Collection Pilot application has been tested according to Pilot visual design and visual 
element’s functionalities.  The table below represents the GUI testing of Toll Collection application stated 
with Field, Field Type, Description, and status.   

 

 
Table 5. Toll Collection Pilot GUI Testing 

#  Field  Field Type  Description  Status 

1 Username Textbox User enters Wallet ID information Pass 

2 Password Textbox User enters Password information Pass 

3 Login Button User clicks on login button Pass 

4 Transaction Search  Link User clicks on Transaction Search Pass 

5 Transaction Search 
Pagination 

Table User clicks on desired page number to change table page 
using pagination 

Pass 
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#  Field  Field Type  Description  Status 

6 Transaction ID 
Transaction Type 
Agency 
Date 
Operator 
Payment Method 

Filter User filters the table according to desired field Pass 

7 Operation Search Link User clicks on Operation Search Pass 

  Operation Search 
Pagination 

Table User clicks on desired page number to change table page 
using pagination 

Pass 

8 Operation ID 
Operation Type 
Transaction Date 
Location Agency 
Travel Document Type 
Payment Method 

Filter User filters the table according to desired field Pass 

9 Accounting Journal 
Search 

Link User clicks on Account Journal Search Pass 

10 Accounting Journal 
Pagination 

Table User clicks on desired page number to change table page 
using pagination 

Pass 

11 Summary ID 
Summary Name 
Account Journal 
Agency 
Account Journal Date 
Account 
Operation ID 

Filter User filters the table according to desired field Pass 

12 Logout Button User clicks on logout button Pass 

 

5.1.2 Regression Testing 

Regression Testing is a type of testing that is carried out to verify that development and enhancements in 
the software do not impact the existing functionality of the product. Regression testing is to make sure the 
pilots work fine with functionalities, bug fixes, or any change in the existing features. Previously executed 
test cases are re-executed in order to verify the impact of change. Regression testing ensures that the 
unchanged parts of the pilots work well as well as the previous versions. The reason why regression testing 
is so important for the pilots is that there too many dependencies inside the pilots and existing functionalities 
must be performed with high standards. In addition, upcoming features must be built into the successful 
applications. Regression testing ensures that the existing applications are well performed, and new features 
can be developed continuously. In this deliverable context, the following tests ensures that the existing 
applications are well performed. Also, the linking, mapping, and the synchronisation of the blockchain 
components as well as with the other integrating components such as Authentication-as-a-Service and 
Backend system are working in the way expected. 
 
In the following subsections the Regression Testing is done according to pilot functionalities. The standard 
table of the Regression Testing is presented according to the related pilot. The Table 6, 7, 8 and 9 presents 
the Test Case Name, Test Steps, Process Time of the Test Cases, Covered Requirement, and their statuses. 
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5.1.2.1 Banking Pilot  

Table 6. Banking Pilot Regression Testing 

Test  

Case 

Number 

Test Case 

Name 
Test Steps Process 

Time 

Covered 

Requirement 
Status 

TC1  
Customer 

login 

1. Go to https://cc-pilots-

vm2.westeurope.cloudapp.azure.com/

banking/ website  

2. Click on customer 

3. Enter private key  

4. Click on login button  

5. System will direct to the search 

transactions bar  

 

462ms 

Critical-Chains main 

framework Users’ 

authenticity and 

authentication 

(REQ-L3-010) 

Pass  

TC2 
Rate 

merchant 

1. Find the transaction  

2. See not scored status 

3. Rate the merchant with positive/ 

negative feedbacks  

4. Submit rating 

5. See confirmation message 

 

796ms 

Smart contract 

trigger 

(REQ-L3-039) 

Scoring definition 

(REQ-L3-041) 

Pass  

TC3 
Merchant 

login 

1. Go to https://cc-pilots-

vm2.westeurope.cloudapp.azure.com/

banking/ website  

2. Click on merchant 

3. Enter private key  

4. Click on login button  

5. System will direct to the merchant 

dashboard 

469ms 

Critical-Chains main 

framework Users’ 

authenticity and 

authentication 

(REQ-L3-010) 

Pass  

TC4 

Merchant 

feedback/ 

scoring 

1. Merchant clicks on feedbacks 

dashboard  

2. See feedbacks status and valuation  

3. Merchant clicks on scoring dashboard  

4. See scoring updates  

543ms 

Check Analytics 

about Customer’s 

Financial Behaviour 

(REQ-L0-029) 

Pass 

TC5 
Acquirer 

login 

1. Go to https://cc-pilots-

vm2.westeurope.cloudapp.azure.com/

banking/ website 

2. Click on acquirer 

3. Enter private key  

4. Click on login button  

5. System will direct to the acquirer 

dashboard 

316ms 

Critical-Chains main 

framework Users’ 

authenticity and 

authentication 

(REQ-L3-010) 

Pass 

TC6 

Acquirer 

monitoring 

of 

merchant 

feedbacks/ 

scoring 

1. Select merchant 

2. See merchant feedbacks  

3. See merchant scoring  

4. Continuous monitoring of merchant 

scoring 

542ms 

Check Analytics 

about Customer’s 

Financial Behaviour 

(REQ-L0-029) 

Continuous scoring 

(REQ-L3-040) 

Pass 

 

https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
https://cc-pilots-vm2.westeurope.cloudapp.azure.com/banking/
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5.1.2.2 Insurance Pilot 

Table 7. Insurance Pilot Regression Testing 

Test 

Case 

Number 

Test Case 

Name 

Test Steps Process 

Time 

Covered 

Requirement 

Status 

TC1  Broker 

Login 

1. Go to https://criticalchains-

test.vercel.app/ website 

2. Click on Insurance  

3. Click on Broker 

4. Enter Wallet ID 

5. Enter password 

6. Click on Login button 

7. System will direct to Insurance Broker 

Dashboard 

 335ms Critical-Chains main 

framework Users’ 

authenticity and 

authentication 

(REQ-L3-010) 

Pass 

TC2 Broker 

Dashboard 

1. On dashboard page, contracts will be 

shown according to their Expiration 

Date, Policy Contract ID and Status 

2. Only Active and Expired contract are 

shown in dashboard page 

 111ms Critical-Chains main 

framework Users’ 

authenticity and 

authentication 

(REQ-L3-010) 

 Pass 

TC3 Send New 

Proposal 

1. Click on Send New Proposal tab 

2. Enter Client Name 

3. Enter E-mail Address 

4. Enter Wallet ID 

5. Enter Phone Number 

6. Select Type of Insurance (Crop 

Insurance pre-selected) 

7. Enter Address 

8. Enter Total Insured Value 

9. Select Expiration Date from calendar 

10. Select Type of Covered Adversities 

11. Enter Premium Payment value 

12. Click on Send New Proposal  

13. Metamask will be open for the 

transaction fee  

14. Send New Proposal transaction via 

Metamask  

 3320ms Third-parties 

actions 

authorisation 

related to smart 

contracts (REQ-L3-

015) 

 Pass 

TC4 Broker 

Proposal 

1. Click on Proposal tab  

2. Contracts will be displayed on a table 

with columns; Expiration Date, Policy 

Contract ID, and Status (Approved, 

Expired) 

3. Approved and Expired contract are 

read only  

4. Click on View button to display 

contract details  

 186ms Third-parties 

actions 

authorisation 

related to smart 

contracts (REQ-L3-

015) 

 Pass 

https://criticalchains-test.vercel.app/
https://criticalchains-test.vercel.app/
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Test 

Case 

Number 

Test Case 

Name 

Test Steps Process 

Time 

Covered 

Requirement 

Status 

TC5 Broker 

Claim 

1. Click on Claim tab  

2. Contracts will be displayed on a table 

with columns; Expiration Date, Policy 

Contact ID and Status (Claim, Claim 

Paid, Expired) 

3. Claim Paid and Expired contract can 

be read only. In order to display 

details, click on View  

4. Contracts which status are Claim can 

be approved.  

5. Click on View which status is Claim 

6. Click on Approve button  

7. Metamask will be open for the 

transaction fee  

8. Send “Claim Approve” transaction via 

Metamask 

 1010ms  Smart Contracts 

status changes 

(REQ-L3-035)  

Smart Contracts 

status changes 

(REQ-L3-035) 

 Pass 

TC6 User Login 1. Go to https://criticalchains-

test.vercel.app/ website 

2. Click on Insurance  

3. Click on User 

4. Enter Wallet ID 

5. Enter password 

6. Click on Login button 

7. System will direct to Insurance User 

Dashboard 

 372ms  Third-parties 

actions 

authorisation 

related to smart 

contracts (REQ-L3-

015) 

 Pass 

TC7 User 

Dashboard 

1. On dashboard page contract will be 

displayed with columns; Expiration 

Date, Contract Number and Status 

(Active, Expired) 

2. In order to approve contract, Click on 

View  

3. A page will be displayed with the 

details of the contract 

4. Click on Approve button  

5. Metamask will be open for the 

transaction fee  

6. Send “Approve” transaction via 

Metamask 

7. System will direct user to My 

Insurance page 

Approve 

Contract: 

1473ms 

 Third-parties 

actions 

authorisation 

related to smart 

contracts (REQ-L3-

015)  

Smart Contracts 

status changes 

(REQ-L3-035) 

 Pass 

TC8 My 

Insurance 

1. Click on My Insurance page 

2. Contract details can be displayed, 

Claim operation can be done via My 

Insurance page.  

3. To display details of the approved 

contract, click on View button  

 Claim: 

3543ms 

 Dispute resolution 

(REQ-L3-016)  

Oracle verification 

for insurance (REQ-

L3-034) 

 Pass 

https://criticalchains-test.vercel.app/
https://criticalchains-test.vercel.app/
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Test 

Case 

Number 

Test Case 

Name 

Test Steps Process 

Time 

Covered 

Requirement 

Status 

4. Detail mode will be opened 

responsively  

5. To make a claim request click on 

Claim button  

6. Select Type of Covered Adversities 

and click on Submit button.  

7. Metamask will be open for the 

transaction fee  

8. Send “Claim” transaction via 

Metamask 

TC9 User 
Notification 

1. Notification is placed on the 

navigation bar near by the logout 

button  

2. Under the notification menu Active 

and Claim contracts count will be 

displayed. Users can track their Active 

and Claim status contracts.  

 90ms Notification system 

(REQ-L3-035) 

Pass 

 

5.1.2.3 Financial Market Infrastructure Pilot  

Table 8. Financial Market Infrastructure Pilot Regression Testing 

Test 

Case 

Number 

Test Case 

Name 
Test Steps Process 

Time 

Covered 

Requirement 
Status 

TC1  User login 

1. Go to financial market infrastructure 

pilot website  

2. Enter username and password or 

authenticate with SPID 

3. Enter to user wallet 

1206 

ms 

Critical-Chains main 

framework Users’ 

authenticity and 

authentication 

(REQ-L3-010) 

Verify Individual’s 

Identity 

(REQ-L0-009) 

Pass  

TC2 

Acquisition 

of a 

Financial 

Digital 

Asset 

1. Click on available funds  

2. Select fund to subscribe 

3. Click on subscribe button 

4. Fill user data if not auto-filled 

5. Submit acquisition 

1264 

ms 

Subscription to a 

Fund by an 

individual 

(REQ-L0-002) 

Pass  

TC3 
Deposit 

amount 

1. Select the fund subscribed 

2. Click deposit  

3. Enter the amount to deposit  

4. Confirm deposit  

1432 

ms 

Subscription to a 

Fund by an 

individual 

(REQ-L0-002) 

Pass  

TC4 

View 

amount 

invested 

1. Click on wallet  

2. See transaction history  

3. See total amount invested 

464 

ms 

Subscription to a 

Fund by an 

individual 

(REQ-L0-002) 

Pass 
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5.1.2.4 Toll Collection Pilot 

Table 9. Toll Collection Pilot Regression Testing 

Test 

Case 

Number 

Test Case 

Name 

Test Steps Process 

Time 

Covered 

Requirement 

Status 

TC1  Login 1. Go to https://criticalchains-

test.vercel.app/ website 

2. Click on Toll  

3. Click on Employee Online Portal 

4. Enter username 

5. Enter password 

6. Click on Login button 

7. System will direct to Toll Collection 

Dashboard 

8. Transaction Search, Operation Search, 

Account Journal Search shown 

according to role-based access. User’s 

only can see their data via login 

operation. 

 311ms REQ-L3-031 - 

Backoffice system to 

transmit to other 

operator debts  

 REQ-L3-032 - Search 

for accounting entry  

REQ-L3-033 - Search 

for a business 

transaction  

Pass 

TC2 Transaction 

Search 

1. Click on Transaction Search menu 

located in sidebar 

2. Transaction Search table will be 

displayed 

3. The Transaction Search table consist of 

Transaction ID, Transaction Type, 

Agency, Source, Target, Date, 

Operator, Product, Product Profile, 

Amount, Travel Document, Travel 

Document Agency, Payment Method, 

Eco.Transaction Ref columns. 

4. Transaction ID, Transaction Type, 

Agency, Date, Operator, Payment 

Method columns can be sorted 

according to preferred criteria. 

 5079ms REQ-L3-004 - 

Remittance Send of 

TAG Transactions 

Detected in the Toll 

Highway  

REQ-L3-024 - A 

customer/driver 

drives should be 

identified by a travel 

document (a tag or 

the licence plate) 

being unique  

Pass 

TC3 Transaction 

Search Filter 

1. Enter desirable Traction ID  

2. System will sort the table according to 

entered Transaction ID 

3. Select Transaction Type (RECH, SALE, 

TRIP, LEG)´ 

4. System will sort the table according to 

Transaction Type selection 

5. Enter Agency click on search 

6. System will sort the table according to 

entered Agency. 

7. Select date from calendar 

8. System will sort the table according to 

date selection. 

9. Enter desirable Operator, click on 

Search  

 538ms REQ-L3-004 - 

Remittance Send of 

TAG Transactions 

Detected in the Toll 

Highway  

 REQ-L3-024 - A 

customer/driver 

drives should be 

identified by a travel 

document (a tag or 

the licence plate) 

being unique  

Pass 

https://criticalchains-test.vercel.app/
https://criticalchains-test.vercel.app/
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Test 

Case 

Number 

Test Case 

Name 

Test Steps Process 

Time 

Covered 

Requirement 

Status 

10. System will sort the table according to 

entered Operator information. 

11. Select Payment Method (CASH, CREDIT 

CARD, BANK, PAYPAL) 

12. System will sort the table according to 

Payment Method selection.  

TC4 Transaction 

Search 

Multiple 

Filters 

1. Enter Transaction ID 

2. Select Payment Method  

3. System will sort the table according to 

selected criteria 

 538ms REQ-L3-004 - 

Remittance Send of 

TAG Transactions 

Detected in the Toll 

Highway  

REQ-L3-024 - A 

customer/driver 

drives should be 

identified by a travel 

document (a tag or 

the licence plate) 

being unique  

Fail 

TC5 Operation 

Search 

1. Click on Operation Search menu 

located in sidebar 

2. Operation Search table will be 

displayed  

3. The Operation Search table consist of 

Operation ID, Transaction ID, 

Operation Type, Transaction Date, 

Location Agency, Location, Travel 

Document Type, Travel Document, 

Travel Document Agency, Product, 

Product Agency, Payment Method, 

Amount columns.  

4. Operation ID, Transaction ID, 

Operation Type, Transaction Date, 

Location Agency, Travel Document 

Type and Payment Method columns 

can be sorted according to preferred 

criteria.  

 2006ms REQ-L3-029 - 

Authority should 

have access to the 

system to consult 

TAG transactions for 

audit purpose  

Pass 

TC6 Operation 

Search Filter 

1. Enter desirable Operation ID  

2. System will sort the table according to 

entered Operation ID 

3. Select Transaction Type (RECH, SALE, 

TRIP, LEG) ´ 

4. System will sort the table according to 

Transaction Type selection 

5. Select Transaction Date from calendar 

6. System will sort the table according to 

Transaction Date selection. 

7. Enter Location Agency click on search 

 2006ms 

 

REQ-L3-029 - 

Authority should 

have access to the 

system to consult 

TAG transactions for 

audit purpose  

Pass 
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Test 

Case 

Number 

Test Case 

Name 

Test Steps Process 

Time 

Covered 

Requirement 

Status 

8. System will sort the table according to 

entered Location Agency information. 

9. Select Travel Document Type (TAG, 

CONTACTLESS, CARD, TICKET), click on 

search 

10. System will sort the table according to 

selected Travel Document Type. 

11. Select Payment Method (CASH, CREDIT 

CARD, BANK, PAYPAL) 

12. System will sort the table according to 

Payment Method selection.  

 TC7 Operation 

Search 

Multiple 

Filters 

1. Enter Operation ID 

2. Select Payment Method 

3. System will sort the table according to 

selected criteria 

 2006ms 

 

REQ-L3-029 - 

Authority should 

have access to the 

system to consult 

TAG transactions for 

audit purpose  

Fail 

TC8 Account 

Journal 

Search 

1. Click on Account Journal Search menu 

located in sidebar 

2. The Account Journal Search table 

consist of Summary ID, Summary 

Name, Summary Description, 

Summary Start Date, Summary End 

Date, Account Journal Agency, Account 

Journal Date, Account, Concept, 

Operation ID, Operation Date, Amount 

columns.  

3. Summary ID, Summary Name, Account 

Journal Agency, Account Journal Date, 

Account, Operation ID columns can be 

sorted according to preferred criteria.  

 2111ms REQ-L3-031 - 

Backoffice system to 

transmit to other 

operator debts  

REQ-L3-032 - Search 

for accounting entry  

REQ-L3-033 - Search 

for a business 

transaction  

Pass 

TC9 Account 

Journal 

Search Filter 

1. Enter desirable Summary ID  

2. System will sort the table according to 

entered Summary ID. 

3. Enter desirable Account Journal 

Agency, click on Search 

4. System will sort the table according to 

entered Account Journal Agency.  

5. Enter desirable Account, click on 

Search 

6. System will sort the table according to 

entered Account information. 

7. Enter desirable Operation ID, click on 

Search 

8. System will sort the table according to 

entered Operation ID information.  

 2787ms REQ-L3-031 - 

Backoffice system to 

transmit to other 

operator debts  

REQ-L3-032 - Search 

for accounting entry  

REQ-L3-033 - Search 

for a business 

transaction  

Pass 
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Test 

Case 

Number 

Test Case 

Name 

Test Steps Process 

Time 

Covered 

Requirement 

Status 

9. For clear filter, click on Reset button. 

All filters have the Reset feature.  

TC10 Account 

Journal 

Search 

Multiple 

Filters 

1. Enter Summary ID 

2. Enter Account Journal ID 

3. System will sort the table according to 

selected criteria 

 2787ms REQ-L3-031 - 

Backoffice system to 

transmit to other 

operator debts  

 REQ-L3-032 - Search 

for accounting entry  

REQ-L3-033 - Search 

for a business 

transaction 

Fail 

 

5.2 Web Application Non-functional Tests 

Web application non-functional testing is one of the common testing methods used to check aspects such as 
performance, usability, reliability and so on. It is highly important for testing different pilots and pilot 
performance, web services, their installation and pilot integration with each other. There are different types 
of software non-functional testing methods followed by different developer groups. Non-Functional tests 
play an important role in ensuring that any usability limitations are addressed. In this deliverable, web 
services design compliance Testing, Installation Testing, Core Blockchain-as-a Service Standard Testing and 
Smart Contract Test approaches have been followed. Web service testing is to verify that the offered services 
follow the REST standard, and that their response time has also been measured. Installation testing is to 
ensure the integrated operation of all four pilots. Core Blockchain-as-a Service testing is to verify the 
availability and Smart Contract Tests is used to validate that the smart contracts meet the predefined 
standards. 

 

5.2.1 Web Services Design Compliance Testing 

REST APIs are the primary form of web service, used widely to power websites, mobile applications, and most 
enterprise integrations. Representational State Transfer (REST) is an architectural style that provides 
constraints which guide API design.  

  
Commonly adopted principles of REST include: 

  
- Client-server separation: the client determines how responses are displayed to the user, enabling 

the server to parse the request and produce the response. 

- Stateless requests: the server does not have to store any context information between 

requests—everything needed is within each request. 

- Resource identifiers: the interface is designed around resources that are identified by URLs. 

The key abstraction of information in REST is a resource. Any information that can be named can be a 
resource: a document or image, a temporal service, a collection of other resources, a non-virtual object (e.g., 
a person), and so on. REST uses a resource identifier to identify the resource involved in an interaction 
between components. 
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The state of the resource at any particular timestamp is known as a resource representation. A 
representation consists of data, metadata describing the data and hypermedia links which can help the 
clients in transition to the next desired state. 

  
The data format of a representation is known as a media type. The media type identifies a specification that 
defines how a representation is to be processed. A truly RESTful API looks like hypertext. Every addressable 
unit of information carries an address, either explicitly (e.g., link and id attributes) or implicitly (e.g., derived 
from the media type definition and representation structure). The resource representations shall be self-
descriptive: the client does not need to know if a resource is employee or device. It should act based on the 
media-type associated with the resource. 

  
A REST API should be entered with no prior knowledge beyond the initial URI (bookmark) and set of 
standardised media types that are appropriate for the intended audience (i.e., expected to be understood by 
any client that might use the API). From that point on, all application state transitions must be driven by client 
selection of server-provided choices that are present in the received representations or implied by the user’s 
manipulation of those representations. The transitions may be determined (or limited by) the client’s 
knowledge of media types and resource communication mechanisms, both of which may be improved on-
the-fly (e.g., code-on-demand). 

  
In the REST architectural style, data and functionality are considered resources and are accessed using 
Uniform Resource Identifiers (URIs). The resources are acted upon by using a set of simple, well-defined 
operations. The clients and servers exchange representations of resources by using a standardised interface 
and protocol – typically HTTP. Resources are decoupled from their representation so that their content can 
be accessed in a variety of formats, such as HTML, XML, plain text, PDF, JPEG, JSON, and others. Metadata 
about the resource is available and used, for example, to control caching, detect transmission errors, 
negotiate the appropriate representation format, and perform authentication or access control. Every 
interaction with a resource is stateless. 

  
Most of the modern APIs driving data to web and mobile applications use HTTP [RFC7230] as their protocol.  
The health and uptime of these APIs determine availability of the applications themselves.  In distributed 
systems built with a number of APIs, understanding the health status of the APIs and making corresponding 
decisions, for caching, failover or circuit-breaking, are essential to the ability to provide readily available 
solutions. 

 
There exists a wide variety of operational software that relies on the ability to read the health check response 
of APIs.  However, there is currently no standard for the health check output response, so most applications 
either rely on the basic level of information included in HTTP status codes [RFC7231] or use task-specific 
formats. In order to verify the web service health following response and object checks need to be done:  

  
- API Health Response (status, version, releaseId, notes, checks, links, description) 

- The Check Object (observedValue, observedUnit, affectedEndpoints, output, links, additional) 

5.2.1.1 Critical-Chains RESTful Web Services Testing 

In this section, the Critical-Chains web services were evaluated according to RESTful Web Service standards 
identified in Section 5.2.1 and the results are presented in Table 10, 11 and 12. 
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Table 10. Toll Collection RESTful Web Service Testing 

Toll Collection Application – 1 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Set transaction tx 

Notes Request Time Out 20000 

Checks Response Time: 1189ms 

Link 
https://rinkeby.etherscan.io/tx/0xcaeb2af6b14a7aa4734dde6f947b7158c6f9e206e989908e19aa
b341bd0a3088 

Description Sets the transaction information 

The Check 
Objects 

Observed 
Value 

250 

Observed Unit Ms 

Affected End 
Points 

id, transactionId, transactionTypeId, agencyId, sourceId, destId, destDateUtc, Legs, transitId, 
transDate, placeId, travelDoc, categoryDet, operatorId, operatorId, productId, productCode, 
productAgencyId, productProfile, amount, travelDocId, travelDocAgencyId, paymentMethod, 
economicTransactionRef 

Output 

{ 
  "method": "post", 
  "url": "https://jboss.germanywestcentral.cloudapp.azure.com/setTransactionmethod", 
  "headers": { 
    "Content-Type": "application/json", 
    "Request-Timeout": "20000" 
  }, 
  "body": { 
    "id": 0, 
    "transactionId": "string", 
    "transactionTypeId": "string", 
    "agencyId": "string", 
    "sourceId": "string", 
    "destId": "string", 
    "destDateUtc": "string", 
    "legs": 0, 
    "stretches": [ 
      { 
        "transitId": "string", 
        "transDate": "string", 
        "placeId": "string", 
        "travelDoc": "string", 
        "categoryDet": 0, 
        "operatorId": "string" 
      } 
    ], 
    "operatorId": "string", 
    "productId": "string", 
    "productCode": "string", 
    "productAgencyId": "string", 
    "productProfile": "string", 
    "amount": 0, 
    "travelDocId": "string", 
    "travelDocAgencyId": "string", 
    "paymentMethod": "string", 
    "economicTransactionRef": "string" 
  } 
} 

Links 
https://rinkeby.etherscan.io/tx/0xcaeb2af6b14a7aa4734dde6f947b7158c6f9e206e989908e19aa
b341bd0a3088 

https://rinkeby.etherscan.io/tx/0xcaeb2af6b14a7aa4734dde6f947b7158c6f9e206e989908e19aab341bd0a3088
https://rinkeby.etherscan.io/tx/0xcaeb2af6b14a7aa4734dde6f947b7158c6f9e206e989908e19aab341bd0a3088
https://jboss.germanywestcentral.cloudapp.azure.com/setTransactionmethod
https://rinkeby.etherscan.io/tx/0xcaeb2af6b14a7aa4734dde6f947b7158c6f9e206e989908e19aab341bd0a3088
https://rinkeby.etherscan.io/tx/0xcaeb2af6b14a7aa4734dde6f947b7158c6f9e206e989908e19aab341bd0a3088
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Toll Collection Application – 2 

API 
Health 
Response 

Status Pass 

Version  V 1.0  

Release ID Set operation tx  

Notes Request Time Out 20000 

Checks Response Time: 710 ms 

Link 
"https://rinkeby.etherscan.io/tx/0x9f0222d9777ac64c424b959a2e000d4d847c52c3f4e1efa612ab
cc84c0390723" 

Description Sets the operation information 

The Check 
Objects 

Observed 
Value 

710 

Observed Unit ms 

Affected End 
Points 

id, travelDocumentType, travelDocumentId", travelDocumentAgencyId, locationAgencyId, 
locationId, transactionId, transactionDate, productId, productAgencyId, operationTypeId, 
classificationMatrixId, paymentMethodId, amount 

Output 

{ 
  "method": "post", 
  "url": "https://jboss.germanywestcentral.cloudapp.azure.com/setOperation", 
  "headers": { 
    "Content-Type": "application/json" 
  }, 
  "body": { 
    "id": 0, 
    "travelDocumentType": "string", 
    "travelDocumentId": "string", 
    "travelDocumentAgencyId": "string", 
    "locationAgencyId": "string", 
    "locationId": "string", 
    "transactionId": "string", 
    "transactionDate": "string", 
    "productId": "string", 
    "productAgencyId": "string", 
    "operationTypeId": "string", 
    "classificationMatrixId": 0, 
    "paymentMethodId": "string", 
    "amount": 0 
  } 
} 

Links 
"https://rinkeby.etherscan.io/tx/0x9f0222d9777ac64c424b959a2e000d4d847c52c3f4e1efa612ab
cc84c0390723" 

Toll Collection Application – 3 

API 
Health 
Response 

Status Pass 

Version  V 1.0  

Release ID Set account tx 

Notes Request Time Out 200000 

Checks Response Time : 625 ms 

Link 
"https://rinkeby.etherscan.io/tx/0xcbd73cd08d334e6e34b3f392eb46017fd05c14cc84366565177
a0d6a2b26e86a" 

Description Sets the account information 

The Check 
Objects 

Observed 
Value 

625 

Observed Unit ms 

Affected End 
Points 

summaryId, summaryName, summaryDescription, sumaryStartDate, sumaryEndDate, 
accountJournalAgencyId, accountJournalDate, accountId, concept, operationId, entryDate, 
amount 

https://rinkeby.etherscan.io/tx/0x9f0222d9777ac64c424b959a2e000d4d847c52c3f4e1efa612abcc84c0390723
https://rinkeby.etherscan.io/tx/0x9f0222d9777ac64c424b959a2e000d4d847c52c3f4e1efa612abcc84c0390723
https://jboss.germanywestcentral.cloudapp.azure.com/setOperation
https://rinkeby.etherscan.io/tx/0x9f0222d9777ac64c424b959a2e000d4d847c52c3f4e1efa612abcc84c0390723
https://rinkeby.etherscan.io/tx/0x9f0222d9777ac64c424b959a2e000d4d847c52c3f4e1efa612abcc84c0390723
https://rinkeby.etherscan.io/tx/0xcbd73cd08d334e6e34b3f392eb46017fd05c14cc84366565177a0d6a2b26e86a
https://rinkeby.etherscan.io/tx/0xcbd73cd08d334e6e34b3f392eb46017fd05c14cc84366565177a0d6a2b26e86a
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Output 

 { "method": "post", 
  "url": "https://jboss.germanywestcentral.cloudapp.azure.com/setaccount", 
  "headers": { "Content-Type": "application/json"  }, 
  "body": {    "summaryId": 0, 
    "summaryName": "string", 
    "summaryDescription": "string",  
   "sumaryStartDate": "string", 
    "sumaryEndDate": "string", 
    "accountJournalAgencyId": "string", 
    "accountJournalDate": "string", 
    "accountId": "string", 
    "concept": "string", 
    "operationId": 0,    
 "entryDate": "string", 
    "amount": 0 
  }} 

Links 
"https://rinkeby.etherscan.io/tx/0xcbd73cd08d334e6e34b3f392eb46017fd05c14cc84366565177
a0d6a2b26e86a" 

Toll Collection Application – 4 

API 
Health 
Response 

Status Pass 

Version  V 1.0  

Release ID Get operation tx 

Notes Request Time Out 200000 

Checks Response Time: 2276ms 

Link https://jboss.germanywestcentral.cloudapp.azure.com/get 

Description Gets all operation information 

The Check 
Objects 

Observed 
Value 

 2276 

Observed Unit ms 

Affected End 
Points 

 - 

Output 

 { 
  "raw": [ 
    [ 
      "11", 
      [ 
        "traveldoctype", 
        "traveldocagencyid", 
        "dsadsa", 
        "locationagencyid", 
        "locationid" 
      ], 
      [ 
        "transactionid", 
        "transactiondate", 
        "productdata", 
        "productagencyid" 
      ], 
      "operationtypeid", 
      "123", 
      "paymentmethodid", 
      "12313.32" 
    ]   
  

Links https://jboss.germanywestcentral.cloudapp.azure.com/get 

Toll Collection Application – 5 

Status Pass 

https://jboss.germanywestcentral.cloudapp.azure.com/setaccount
https://rinkeby.etherscan.io/tx/0xcbd73cd08d334e6e34b3f392eb46017fd05c14cc84366565177a0d6a2b26e86a
https://rinkeby.etherscan.io/tx/0xcbd73cd08d334e6e34b3f392eb46017fd05c14cc84366565177a0d6a2b26e86a
https://jboss.germanywestcentral.cloudapp.azure.com/get
https://jboss.germanywestcentral.cloudapp.azure.com/get


Critical-Chains Project (Grant Agreement Number: 833326)              Deliverable 3.11 

 

 
This project has received funding from the European Union Horizon 2020 Programme for research, 
technological innovation and demonstration under Grant Agreement number 833326 H2020-SU-DS-
2018 

47 
 

API 
Health 
Response 

Version  V 1.0  

Release ID Get transaction tx 

Notes Request Time Out 200000 

Checks Response Time: 5684ms 

Link https://jboss.germanywestcentral.cloudapp.azure.com/getTransactionmethod 

Description Gets all transaction information 

The Check 
Objects 

Observed 
Value 

 5684 

Observed Unit ms 

Affected End 
Points 

- 

Output 

 { 
  "raw": [ 
    [ 
      [ 
        "2", 
        "123456789", 
        "TRIP", 
        "CRTM", 
        "1234" 
      ], 
      [ 
        "4321", 
        "2019-12-04T05:58:33.454Z", 
        "2", 
        [ 
          [ 
            "asd", "asd", "asd", "asd", "asd", "asd" 
          ], 
          [ 
            "asd", "asd", "asd", "asd", "asd", "asd" 
          ] 
        ], 
        "CRTM" 
      ], 
      [ 
        "TAG", "TAGPOS", "CRTM", "COMMON", "123.55" 
      ], 
      [ 
        "12", "1", "CASH", "-" 
      ] 
    ], 
    [   
 

Links https://jboss.germanywestcentral.cloudapp.azure.com/getTransactionmethod 

Toll Collection Application – 6 

API 
Health 
Response 

Status Pass 

Version  V 1.0  

Release ID Get account tx 

Notes Request Time Out 200000 

Checks Response Time: 1628ms 

Link https://jboss.germanywestcentral.cloudapp.azure.com/getaccount 

Description Gets all account journal information 

The Check 
Objects 

Observed 
Value 

 1628 

Observed Unit ms 

Affected End 
Points 

 - 

https://jboss.germanywestcentral.cloudapp.azure.com/getTransactionmethod
https://jboss.germanywestcentral.cloudapp.azure.com/getTransactionmethod
https://jboss.germanywestcentral.cloudapp.azure.com/getaccount
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Output 

 { 
  "raw": [ 
    [ 
      "23", 
      [ 
        "asdsa", 
        "dasdsa", 
        "dsadsa", 
        "dsadsa" 
      ], 
      [ 
        "dsasda", 
        "dsadsa", 
        "dsadas", 
        "dsadsa" 
      ], 
      "dasdsa", 
      "opdate", 
      "321321.2" 
    ]   

Links https://jboss.germanywestcentral.cloudapp.azure.com/getaccount 

 
Table 11. Insurance Application RESTful Web Services Testing 

Insurance Application – 1 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Create a Deploy New Policy 

Notes Request Time Out 200000 

Checks Response Time: 463ms 

Link https://jboss.germanywestcentral.cloudapp.azure.com/deployNewPolicy 

Description Deletes all subscriptions 

The Check 
Objects 

Observed 
Value 

 463 

Observed Unit ms 

Affected End 
Points 

"TypeOfCoveredAdverties, status, issuer, client, fullname, email, phone, Expiration Date, 
TotalInsuredValue, PremiumPayment, requestedAmount, ReimbersumenetValue 

Output 

 { 
  "TypeOfCoveredAdverties": [ 
    0 
  ], 
  "status": 0, 
  "issuer": "0x0f09D615560Dd3d47d23Cf243C010b783D11B243", 
  "client": "0xBc536ed0C97D24e6D48209c238d0806be98012df ", 
  "fullname": "tes test", 
  "email": "test@test.com", 
  "phone": "009099999999", 
  "ExpirationDate": 1111221, 
  "TotalInsuredValue": 10000, 
  "PremiumPayment": 1000, 
  "requestedAmount": 0, 
  "ReimbursementValue": 0 
} 

Link https://jboss.germanywestcentral.cloudapp.azure.com/deployNewPolicy 

 

https://jboss.germanywestcentral.cloudapp.azure.com/getaccount
https://jboss.germanywestcentral.cloudapp.azure.com/deployNewPolicy
mailto:test@test.com
https://jboss.germanywestcentral.cloudapp.azure.com/deployNewPolicy
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Table 12. Financial Market Infrastructure Application RESTful Web Services Testing 

Financial Market Infrastructure Application - 1 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Get All Assets 

Notes  - 

Checks Response Time: 315 ms 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets 

Description Gets the list of Financial Assets 

The Check 
Objects 

Observed 
Value 

 315 

Observed Unit ms 

Affected End 
Points 

Id, title, description, provider, address_provider, address_deposit_contract, createdAt, 
UpdatedAt 

Output - 

Links https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets 

Financial Market Infrastructure Application - 2 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Delete All Assets 

Notes  - 

Checks Response Time: 215 ms 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets 

Description Gets the list of Financial Assets 

The Check 
Objects 

Observed 
Value 

215 

Observed Unit ms 

Affected End 
Points 

All assets 

Output -  

Links https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets 

Financial Market Infrastructure Application - 3 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Create Assets 

Notes - 

Checks Response Time: 963 ms 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets 

Description Creates asset 

The Check 
Objects 

Observed 
Value 

963 

Observed Unit ms 

Affected End 
Points 

title, description, terms, provider name, provider address, deposit contract address 

Output 

{ 
  "_id": "60c3004ea7924b001938d45e", 
  "title": "string", 
  "description": "string", 
  "terms": "string", 
  "provider": "string", 
  "address_provider": "string", 
  "address_deposit_contract": "string", 
  "createdAt": "2021-06-11T06:18:54.256Z", 
  "updatedAt": "2021-06-11T06:18:54.256Z", 
  "__v": 0 
} 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets 

 

https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets
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Financial Market Infrastructure Application - 4 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Find one Asset  

Notes - 

Checks Response Time: 602 ms 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets 

Description Creates asset 

The Check 
Objects 

Observed 
Value 

 602 

Observed Unit ms 

Affected End 
Points 

title, description, terms, provider name, provider address, deposit contract address 

Output 

 [ 
    { 
        "_id": "60cb3bfc6587d36fe0711a14", 
        "title": "Test Alternative Pension Fund", 
        "description": "Pension funds are financial intermediaries which offer social insurance by 
providing income to the insured persons following their retirement. Often, they also provide death 
and disability benefits. Pension schemes are important cornerstones of European households’ 
income during retirement. Pension funds also play a role in financial markets as institutional 
investors. Pension funds typically aggregate large sums of money to be invested into the capital 
markets, such as stock and bond markets, to generate profit (returns). A pension fund represents 
an institutional investor and invests large pools of money into private and public companies. 
Pension funds are typically managed by companies (employers). The main goal of a pension fund 
is to ensure there will be enough money to cover the pensions of employees after their retirement 
in the future. Pension funds were created to provide employees with a supplementary pension, in 
addition to the pension paid by public social security institutions. State pensions usually operate 
through the principle of redistribution (workers' social security contributions fund the pensions of 
already retired workers). Through pension funds, workers accrue a portion of the income they 
receive during their working life, according to the principle of capitalisation: regular payments by 
the subscribers contribute to a fund managed along financial lines, according to the clients’ risk 
tolerance. Clients can choose among various types of managed funds: shares, bonds or balanced 
funds. At the end of the agreement, typically a long-term contract, ideally lasting the full working 
life of the insured, a monthly annuity is paid. This varies according to the contributions made, the 
duration of the policy and the return on the investment. Pension funds can be open or closed (also 
known as negotiated funds). Open funds are available to any person in employment, while closed 
funds are reserved for specific professional categories, as the funds are established based on 
agreements between trade unions and business organisations for specific industries. Further 
individual supplementary pension plans are available to anyone wishing to create a supplementary 
pension (including, for example, people not in employment or students). These are personal 
pension plans, which provide more investment flexibility and allow people to stop, and later 
resume, payments into the pension without penalties and without having to break the contract. 
Payment of benefits to the policyholder are ruled by the same constraints are for collective funds 
(e.g. full payment into a lump sum is not allowed).", 
        "terms": "You’ll open your Pension by completing the online application. When you do this, 
we will set up an account for you and you will become a member of the scheme. The scheme 
provides pension accounts for many customers, of whom you are one. The money that you pay in 
builds up to create your pension pot. The Legal & General Personal Pension is suitable for eligible 
customers who want to save towards their retirement and are happy to make their own investment 
decisions. You will have access to a range of investment options to meet your attitude to risk as 
well as online support. The scheme was established by a declaration of trust and is governed by a 
set of scheme rules which are required for it to be a registered pension scheme. The investments 
and money in the scheme are held by the trustee in the trustee’s name. Benefits under the scheme 
are payable by the trustee on our instruction. We will automatically claim basic rate tax relief from 
the government, based on the value of your payment, and we will add it to your Pension by no 
later than the end of business the following working day. If you pay one of the higher rates of 
income tax, you may be entitled to receive tax relief at the higher rate, but you will need to claim 
the additional relief through your annual self-assessment tax return. You will select how your 

https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets
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Pension is invested according to your preferred level of risk and the Funds available. Your 
investment will be administered by us, and assets will be held by the trustee. We may use other 
firms to support us in the performance of our administration duties. From time to time, we may 
add or remove assets. Where regulation and/or changes to legislation materially increase the cost 
and/or the complexity of the administration to us of holding a particular asset. We cannot accept 
any responsibility for losses, costs and/or legal fees that may be incurred as a result of your 
investment choices. The value of your Pension savings can go down as well as up. We may change 
the Funds available for you to invest in your Pension from time to time. If we remove a Fund from 
the range available in your Pension it may mean that you need to choose an alternative Fund. If 
the Fund you are invested in is removed from the available Funds, we may either ask you to choose 
a new Fund or we may automatically move, you to an alternative Fund as we deem appropriate. 
We will notify you by email if the Funds available change and if the Fund you are invested in is 
affected, giving you at least 30 days’ notice before any such change takes effect. Any cash you hold 
in your Pension that is not invested will be held in a bank account in the name of the trustee. You 
will be able to see the value of the cash held in your Pension at any time, by logging onto My 
Account. The bank account your cash is held in does not attract interest and therefore you will not 
receive any return on any cash balance you hold in your Pension. ", 
        "provider": "Financial Provider", 
        "address_provider": "0xf215b88ba88d486ade72736b9378bf4880699a", 
        "address_deposit_contract": "0xf215b88ba88d486ade72736b9378bf4880699a", 
        "createdAt": "2021-06-17T12:11:40.593Z", 
        "updatedAt": "2021-06-17T12:11:40.593Z", 
        "__v": 0 
    } 
] 
 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets 

Financial Market Infrastructure Application – 5 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Get All Subscriptions 

Notes - 

Checks Response Time : 651  ms 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/customers/published 

Description Gets all published customers  

The Check 
Objects 

Observed 
Value 

 651 

Observed Unit ms 

Affected End 
Points 

given_name, family_name, fiscal_number, country_of_birth, place_of_birth, gender, 
mobile_phone, asset_title,  asset_description, asset_terms, asset_provider, 
asset_address_deposit_contract 

Output 
{ 
  } 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/customers/published 

Financial Market Infrastructure Application – 6 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Delete All Subscriptions 

Notes - 

Checks Response Time: 417  ms 

Link "https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/transactions 

Description Deletes all subscriptions 

The Check 
Objects 

Observed 
Value 

 417 

Observed Unit Ms 

Affected End 
Points 

- 

https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/assets
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/customers/published
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/customers/published
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/transactions
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Output 
{ 
  } 

Link "https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/transactions 

Financial Market Infrastructure Application – 7 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Create a Subscription 

Notes - 

Checks Response Time : 725  ms 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/transactions 

Description Deletes all subscriptions 

The Check 
Objects 

Observed 
Value 

 725 

Observed Unit ms 

Affected End 
Points 

given_name, family_name, fiscal_number,country_of_birth, place_of_birth, 
gender,mobile_phone, asset_title, asset_description, asset_terms, asset_provider, 
asset_address_deposit_contract 

Output 

"_id": "60c35ee9a7924b001938d461", 
  "from_address": "string", 
  "from_name": "string", 
  "to_address": "string", 
  "to_name": "string", 
  "description": "string", 
  "date": "string", 
  "amount": "string", 
  "createdAt": "2021-06-11T13:02:33.489Z", 
  "updatedAt": "2021-06-11T13:02:33.489Z", 
  "__v": 0 

Link "https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/transactions 

Financial Market Infrastructure Application – 8 

API 
Health 
Response 

Status Pass 

Version  V 1.0 

Release ID Find one Subscription 

Notes - 

Checks Response Time : 603  ms 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/customers/id 

Description Deletes all subscriptions 

The Check 
Objects 

Observed 
Value 

603 

Observed Unit Ms 

Affected End 
Points 

given_name, family_name, fiscal_number, country_of_birth,place_of_birth, 
gender,mobile_phone,asset_title, asset_description, asset_terms, asset_provider, 
asset_address_deposit_contract 

Output 

 [ 
    { 
        "_id": "60cb51626587d36fe0711a15", 
        "given_name": "Lucrezia", 
        "family_name": "Borgia", 
        "fiscal_number": "BRGLRZ80D58H501Q", 
        "contry_of_birth": "FE", 
        "place_of_birth": "Ferrara", 
        "gender": "F", 
        "mobile_phone": "36482716632", 
        "asset_title": "Test Alternative Pension Fund", 
        "asset_description": "Pension funds are financial intermediaries which offer social insurance 
by providing income to the insured persons following their retirement. Often, they also provide 
death and disability benefits. Pension schemes are important cornerstones of European 
households’ income during retirement. Pension funds also play a role in financial markets as 

https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/transactions
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/transactions
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/transactions
https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/customers/id
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institutional investors. Pension funds typically aggregate large sums of money to be invested into 
the capital markets, such as stock and bond markets, to generate profit (returns). A pension fund 
represents an institutional investor and invests large pools of money into private and public 
companies. Pension funds are typically managed by companies (employers). The main goal of a 
pension fund is to ensure there will be enough money to cover the pensions of employees after 
their retirement in the future. Pension funds were created to provide employees with a 
supplementary pension, in addition to the pension paid by public social security institutions. State 
pensions usually operate through the principle of redistribution (workers' social security 
contributions fund the pensions of already retired workers). Through pension funds, workers 
accrue a portion of the income they receive during their working life, according to the principle of 
capitalisation: regular payments by the subscribers contribute to a fund managed along financial 
lines, according to the clients’ risk tolerance. Clients can choose among various types of managed 
funds: shares, bonds, or balanced funds. At the end of the agreement, typically a long-term 
contract, ideally lasting the full working life of the insured, a monthly annuity is paid. This varies 
according to the contributions made, the duration of the policy and the return on the investment. 
Pension funds can be open or closed (also known as negotiated funds). Open funds are available 
to any person in employment, while closed funds are reserved for specific professional categories, 
as the funds are established based on agreements between trade unions and business 
organisations for specific industries. Further individual supplementary pension plans are available 
to anyone wishing to create a supplementary pension (including, for example, people not in 
employment or students). These are personal pension plans, which provide more investment 
flexibility and allow people to stop, and later resume, payments into the pension without penalties 
and without having to break the contract. Payment of benefits to the policyholder are ruled by the 
same constraints are for collective funds (e.g., full payment into a lump sum is not allowed).", 
        "asset_terms": "You’ll open your Pension by completing the online application. When you do 
this, we will set up an account for you and you will become a member of the scheme. The scheme 
provides pension accounts for many customers, of whom you are one. The money that you pay in 
builds up to create your pension pot. The Legal & General Personal Pension is suitable for eligible 
customers who want to save towards their retirement and are happy to make their own investment 
decisions. You will have access to a range of investment options to meet your attitude to risk as 
well as online support. The scheme was established by a declaration of trust and is governed by a 
set of scheme rules which are required for it to be a registered pension scheme. The investments 
and money in the scheme are held by the trustee in the trustee’s name. Benefits under the scheme 
are payable by the trustee on our instruction. We will automatically claim basic rate tax relief from 
the government, based on the value of your payment, and we will add it to your Pension by no 
later than the end of business the following working day. If you pay one of the higher rates of 
income tax, you may be entitled to receive tax relief at the higher rate, but you will need to claim 
the additional relief through your annual self-assessment tax return. You will select how your 
Pension is invested according to your preferred level of risk and the Funds available. Your 
investment will be administered by us and assets will be held by the trustee. We may use other 
firms to support us in the performance of our administration duties. From time to time, we may 
add or remove assets. Where regulation and/or changes to legislation materially increase the cost 
and/or the complexity of the administration to us of holding a particular asset. We cannot accept 
any responsibility for losses, costs and/or legal fees that may be incurred as a result of your 
investment choices. The value of your Pension savings can go down as well as up. We may change 
the Funds available for you to invest in your Pension from time to time. If we remove a Fund from 
the range available in your Pension it may mean that you need to choose an alternative Fund. If 
the Fund you are invested in is removed from the available Funds, we may either ask you to choose 
a new Fund or we may automatically move, you to an alternative Fund as we deem appropriate. 
We will notify you by email if the Funds available change and if the Fund you are invested in is 
affected, giving you at least 30 days’ notice before any such change takes effect. Any cash you hold 
in your Pension that is not invested will be held in a bank account in the name of the trustee. You 
will be able to see the value of the cash held in your Pension at any time, by logging onto My 
Account. The bank account your cash is held in does not attract interest and therefore you will not 
receive any return on any cash balance you hold in your Pension. ", 
        "asset_provider": "Financial Provider", 
        "asset_address_deposit_contract": "0xf215b88ba88d486ade72736b9378bf4880699a", 
        "createdAt": "2021-06-17T13:42:58.487Z", 
        "updatedAt": "2021-06-17T13:42:58.487Z", 
        "__v": 0 
    } 
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] 
 

Link https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/customers/id 

 

5.2.2 Installation Testing  

Installation testing is performed to check if the software has been correctly installed with all the inherent 
features and that the product is working as per expectations. As presented in Regression Testing Section, the 
pilots have examined as a whole, and outcomes evaluated accordingly. Therefore, the Figure 16 presented 
the successful installation of the Quorum Blockchain network to the Critical-Chains infrastructure. Following 
section will cover the tests of the Blockchain Core Components in more detail. 
 

 
Figure 16. Quorum interface, Blocks are on the left and Transactions are on the right. 

 

5.2.3 Core Blockchain-as-a-Service Standards Testing 

The Blockchain-as-a-Service solution of the Critical-Chains project depends on the functioning of three 
independent components – the Quorum blockchain network dedicated to the project, the KSI Blockchain 
service, and a PostgreSQL database instance.  
 
As all these components are already mature and tested, we perform only basic tests to verify that the services 
provided by these components are indeed available from the production environment. When the basic 
validation request receives an expected response, we assume these components are working properly and 
focus on the validation of the Quorum Integrity functionality. 
 
To validate the availability of the baseline functionality, three sets of tests are performed. First, the 

availability of the Quorum network is tested with the following steps:  

 

https://main-ff-bc-ctp651i8qlrdcfmh-gtw.qovery.io/api/customers/id
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Table 13. Availability of the Quorum network 

Check Item Status 

Connect to a Quorum node using the geth command 
line utility. 

The connection should be successful.  

 

Request the headers of the latest block using the geth 

tool.  
The request should return the headers of the last Quorum 
block.  

  

Second, the basic availability of KSI Gateway is tested with the following steps:  

 
Table 14. Availability of KSI Gateway 

Check Item Status 

The command line tool ksi is used to request a KSI 
signature from the KSI Gateway dedicated to the 
Critical-Chains network. 

The signature request should return a signature within 

one second.  

An unextended KSI signature that is created before the 
latest KSI publication is extended to the latest 
publication using the ksi tool and the KSI Gateway 
dedicated to the Critical-Chains project. 

The request should successfully extend the signature.  

The extended signature from the previous step is 

verified offline against the latest publication file using 

the KSI tool.  

The signature verification should succeed.  

 

Third, the PostgreSQL database should be available. To validate it is the case, the following test is performed:  

 
Table 15. Availability of the PostgreSQL Database 

Check Item Status 

Connect to the PostgreSQL database using the psql 
command line tool with the credentials used by the 
Quorum Integrity solution. 

The connection should be successful.  

 
When the tests described above succeed, we will assume the preconditions of the Quorum Integrity solution 
are fulfilled and the testing of the Quorum Integrity solution can proceed. The code implementing the 
Quorum Integrity solution is covered with unit tests which are executed during the development and CI/CD 
process. It is not necessary to re-run these tests in the production environment. 

 

5.2.3.1   KSI Standards and Testing 

Before starting the tests of Quorum Integrity, it is recommended to perform the test steps described in 
Section 5.2.3 to ensure the dependencies are available and to simplify the troubleshooting process in case of 
potential issues. 
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Figure 17. Flow of events, followed by tests 

As the Quorum Integrity solution consists of two parts – quorum-signer and quorum-verifier, these parts are 
tested separately. The functioning of these applications is described in the sequence diagrams shown in 
Figures 10 and 11, respectively. 
  
Table 16. Quorum-signer Test 

Check Item Status 

The quorum-signer is intended to be running continuously as a system daemon 
managed by systemd. 

Pass 

The systemd unit file is provided as part of the installation package.   Pass 

The quorum-signer process connects to the configured Quorum node(s) and 
listens to new block events. 

Pass 

According to the configured time interval the quorum-signer process creates 
docket objects (containing Quorum block hashes, KSI signatures and 
references to previous dockets) and stores the dockets into the PostgreSQL 
database.   

Pass 

To ensure the process is working the following steps are performed:  
The process is enabled: systemctl enable quorum-signer  

Pass 
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Check Item Status 

The process is started: systemctl start quorum-signer Pass 

The status of the process is checked: systemctl status quorum-signer. The status should be “active”.  

A transaction is submitted (by the tester or some other process) to the 
Quorum network in order to trigger the creation of a new block.  

After the configured signing 
timeout, the PostgreSQL 
database is queried to verify the 
number of dockets has increased.  

The log file of the quorum-signer is checked for any error or warning messages.   

In the case of the presence of 
error or warning messages, the 
issues must be resolved 
according to the information 
provided in the messages. 

 
The functioning of quorum-verifier is tested. As this application can be run as 
an interactive command line tool, the testing consists of just running the tool 
and inspecting the output.  

If the tool reports a successful 
run, the system is set up 
properly. In case of any errors, 
the errors are reported to the 
console and must be resolved 
before the system can be 
considered fully functional. 

 
Accordingly, the Figures 18, 19 and 20 show the steps of the test. The tests start with new block generation 
in the Quorum Blockchain. On the Figure 18 the docket import script can be seen. Red log shows new block 
and parent code. Also, Docket import code is next. The Log shows three new block generations.   

 

 
Figure 18. Transaction script test (new block generated, docket imported). 

 
In Figure 19, a search with the ID code finds the hash that shows the docket is available. 
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Figure 19. Docket query positive results (hash). 

In conclusion we must check that the docket is saved to the database, to the right table. As an instance the 
data tables created for docket case (docketcase, docketrelation, docketstats, flyway_schema_history, 
routing, and signer) can be found in Figure 20.  

 

 
Figure 20. Database (docket case 6 tables, PostgreSQL), that Docket Broker is using. 

 

5.2.3.2   Quorum Blockchain Standards and Testing 

The testing setup of the Quorum blockchain environment is based on Quorum Maker, which is a tool used to 
manage the network and create any number of nodes of various configurations dynamically with reduced 
user input. 
 
The tool provides the following benefits: 
 

- An easy interface to create and manage the Quorum Network 

- A modern UI to monitor and manage Quorum Network 

- A Network Map Service to be used for identifying nodes and self-publishing roles. 

- Block and Transaction Explorer 

- Smart Contract Deployment 

- Email Notifications 

- Simplified testing  
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To see a full response of the network, after creating the project and setting up the nodes, we changed to the 
directory just created and ran “$ docker-compose up” to bring up the network. After this command, we saw 
each node coming up and node managers for each node getting started. Once the activities stopped, we had 
a confirmation that we had a fully functioning Quorum Network running. This process can be viewed in Figure 
21.  
 

 
Figure 21. Quorum Nodes first activities 

After the network setup and first response, we performed several transactions including smart contract 
deployment and tests (described in the following section) to confirm the reliability of the implemented 
network. This can be viewed in Figure 22.  

 

 
Figure 22. Critical-Chains Quorum Maker interface 

More tests and evaluation on Quorum high performance will be conducted in the future in order to confirm 
the significant advantage of this network. At the current time and with a basic implementation, we can say 
that Quorum can carry out more than 100 transactions per second, making Quorum the preferable choice 
for financial institutions. 
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5.2.4 Smart Contract Standards and Tests 

Smart contracts are immutable, verifiable, and autonomous pieces of code that can be deployed and run on 
blockchain networks Ethereum-like. Due to the immutability nature of blockchain, no change is possible on 
a deployed smart contract or a verified transaction. On the other hand, at the current time there are 
$50.102B (Defi Pulse Index) carried out by smart contracts locked in DeFi, and hence, a faulty smart contract 
can lead to a huge monetary loss. Therefore, it is important for smart contract developers to fully test and 
check the correctness of their code before deploying it on the blockchain. In this sense, smart contract testing 
is important for the following reasons:  
 

- Tests validate behaviours within the smart contract. They give confidence that your code performs 

in the ways intended and does not mis perform. 

- When developing, tests provide assurance that newly added code does not have unintended side 

effects or regressions. As new logics increase, a passing test suite helps to confirm that any previous 

functionality is broken. 

- A good test suite simplifies refactoring saving time in debugging. When an unexpected error appears, 

a test suite enables many potential causes. to be immediately ruled out.  

There are different ways to test smart contracts and the main categories are: 
 

- Unit tests are simple tests that verify a single behaviour or component within your code. A well 

written unit test is quick to execute and provides a clear picture of what went wrong when it fails. 

- Integration tests are more complex tests that validate interactions between multiple components. 

For smart contract testing this can mean interactions between different components of a single 

contract, or across multiple contracts. 

After the deployment of pilot smart contracts, we performed several unit tests using Remix IDE for the 
following reasons: 
 

- Simple: Each unit test should evaluate a single behaviour. When a test fails it should be immediately 

obvious why. It is better to write many short tests with a single assertion, than one long test with 

many assertions. 

- Repeatable: A unit test should always produce the same result, as long as the code being tested has 

not changed. Tests should never be influenced by some uncontrollable parameter. This is important 

so that when a test fails, it can be repeated, and the result observed to help discovered the issue. 

- Isolated: Tests should not depend upon or affect other tests 

- Fast: Unit tests should be written with speed in mind, also, running quick test suites ensure rapid 

feedback.  

Remix IDE is an integrated development environment that supports the development, deployment, and 
testing of smart contracts for Ethereum-like blockchains. The IDE can be run online in a web browser or as a 
standalone cross-platform desktop application. The documentation for Remix IDE is available online. Remix 
IDE is targeting smart contract development in the Solidity programming language, and it is extendable via a 
plugin framework.  
 
The main steps to test smart contracts with this tool are represented in Figures 23, 24, 25, 26 and 27: 
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Figure 23. Remix IDE Contract Compile 

 
Figure 24. Remix IDE contract deploy. 
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Figure 25. Remix IDE transaction 

 
Figure 26. Remix IDE transaction approval 

 
Figure 27. Transaction confirmation on Quorum Maker 
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5.3 Test Error Matrix 

This section presents the errors that occur during Conformance Testing. The error matrix identified the 
relevant fixes that needed to be made for both Critical-Chains applications and/or web services.  
 
Table 17. Test Error Matrix 

Pilot 
Test Case/Web 
Service Number 

Error Status Priority Comments 

Toll 
Collection 

TC1 
Dashboard 
page is 
empty 

Conditional 
Pass 

Low 
The dashboard for the Toll will provide 
business related insights for the 2nd 
phase use-cases. 

Toll 
Collection 

TC4 Transaction 
Search 
Multiple 
Filters 

Fail Low The multiple filters will be developed 
for the 2nd phase use-cases. 

Toll 
Collection 

TC6 Operation 
Search 
Multiple 
Filters 

Fail Low The multiple filters will be developed 
for the 2nd phase use-cases. 

Toll 
Collection 

TC10 Account 
Journal 
Search 
Multiple 
Filters 

Fail Low The multiple filters will be developed 
for the 2nd phase use-cases. 

 

6 Conclusions 

This deliverable, D3.11, “Joint report on Conformance Analysis, Linking, Mapping, and Synchronisation”, has 
presented the design and development of a Blockchain-based infrastructure integrating components for the 
Critical-Chains solution stack and has validated the developed services, applications, and infrastructure and 
their compliance in the targeted deployment context.  
 
The blockchain components for the distributed ledger mechanism, smart contracts, and integrity mechanism 
are presented within the linking, mapping, and synchronisation perspectives. Functionally, the deliverable 
has delivered the design and development aspects of a tailored blockchain key solution for enhanced access 
control, authentication, authorisation management, and privacy-preserving user input solution. 
 
Finally, a series of test activities were conducted in order to determine the extent to which the developed 
services, applications, and infrastructure are compliant with the project requirements. 
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