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Market and Technology Directions
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Blockchain is not only cryptocurrency. It’s a new decentralised way of collaborative working.
Blockchain infrastructures are becoming common in sectors like finance, but also in Health and
logistics.

Blockchain infrastructures are still cumbersome and may not be very effective for fast and responsive
systems, like 10T. New approaches like IOTA seek for optimum solutions.

Digital twin has come to forward especially in 14.0. Big companies are planning to provide system
infrastructures free but make money from X-as-a-Service business.

Digital twins combine new techniques of Al, machine learning, prediction algorithms, 3D visualization
and interaction, loT-enabled monitoring, big data analytics.

Security is everywhere. Not cyber-only but also cyber-physical
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Main Innovations

Secure data transmission between
the virtual and physical pairs
Effective Authentication and
authorization

Credentials verification of
stakeholders

Device security and safety agains CPS
attack

Cyber-
Physical
Security

o O 0O O

Blockchain

O Mutual authentication
with fine-grained
access control,

O Better verifiability and Digital Twin
immutability,

L Enhanced security,
scalability and service
availability especially
forlarge-scale

O X-as-a- Service tools
D effectively pair
physical and virtual

distributed systems.
manufacturing g i—by—deygn

environments

Al|Security|Privacy|
Accountability
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Onion Model

Blockchain
€ 3-€3-€3-€3-€3-€> A Layered model enables structured
Zi s 2 collaboration even in cross-border
applications.
O This is decentralised but not fully
Layer#3 free of authorisation. There is a
shared authority in the middle that
Layer#2 enables better accountability of
o processes.
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Ethical Concerns

rules, isn’t it unethical?
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Ethical Concerns
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Verification

User authentication datais a
private data and should be
kept secret. Especially
biometric authentication
(GDPR sensitive data)

Short- or long-term digital twin
data analysis may present
clues about behavirol style of
usage that can be even
biometrically unique; although
the personal information is de-
linked, anonymised or
pseudonomyised.

@ Accidents or disasters are a

part of natural life in Any4.0
environments. What if a
malicious userinside hacks the
system?
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Ethical discussion
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Special Categories of data (GDPR Art.9):

*  Movement data may raise ethical concerns.

* Surveillance systems process biometric
data.

* Environmental monitoring systems may
expose personal information about personal
life style (i.e. investigation of daily
waste/garbage/ time slots of having time at
home/bedroom/bathroom,etc.)

* Payment systems (i.e. Mobility or municipal
data) may leak many personal information,
likes/dislikes, sexual life, religion, ethnic
origin

3D city and building data (city infrastructure)
may present personal data about life style
(where a person leaves, where her bedroom
is)

* Smart city data about urban assets, like the
use of electriccity, energy consumption may
expose personal clues.
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Ethical discussion
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Some example privacy leakages:

Data concerning health
* Aperson goes to hospital regularly for diabetes
or oncological treatment/check-ups.
¢ Awoman goes to a place very near to a test-tube
baby clinic. Does she or her husban have a
problem with pregnancy?
Religious and philosophical beliefs
* Apersonvisits a place 5 times a day, very near
the mosque. Is he a muslim?
Racial or ethnic origin
* Aperson leaves at a street where minorities stay.
Is he an immigrant?
Political opinions
e Aperson never goes out after 8 pm. But he has
been out in the evenings for more than a week
since the outbreak of Yellow Vests protests. Does
he support these events?
Biometric data
¢ Awoman, having extramarital sexual relations
with @ man, takes a taxy. The mobile payment AP
applies facial recognition. However, by accident,
man’s face appears in the background by
accident. This photo is somehow infiltrated to
public web (by accident or cyber attack).
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Conclusions Findings and Further

O CPS utilized in any Industry 4.0 (namely Any 4.0) and Digital Twin application or
smart system can be realized over a decentralized blockchain-enabled
architecture.

O Blockchain can be useful for data integrity and accountability, especially in large-
scale multi-stakeholder systems. If there is a strong autonomy or lesser hierarchy,
think twice!

Q Alayered structure where authorities at the inner layer may provide a shared
authorization enabling non-repudiation of faults and defeats in a CPS.

O Blockchain may secure private transactions. However, recording such big and
streaming data in blockchains is still not effective. Storing data in off-chain
infrastructures is still open to vulnerabilities and leakages.

O Ethical issues are still open to discussion. Very strong authentication, secure
storage and data transmission are indispensible features of any blockchain
infrastructure

E tec h cnmcﬁ%-mws pﬂ g m 10




The proposed system should be implen%ented by an agile, fast,
energy-efficient and less complex blockchain infrastructure.

loT-enabled Semantic framework should be developed to cover
many «X»s for Xaas and X-by-design dealing with a generic
solution for Any4.0 and Digital Twin applications.

Decentralized mechanisms can be encouraged with reward and
cryptocurrency-based incentives for wider take-up.

An elastic solution that can be improved by many contributors
is needed to tackle specific problems, considering ethical
concerns, and diversify the solution stacks.
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