UNIX Intermediate University of
L]
Workshop Reading

WELCOME TO OUR WORKSHOP!

Before we begin, please do the following:
Login to your PC

Download the slides from:
research.reading.ac.uk/rse/knowledgebase/unix-basics-training-materials/

Work through slides 3 - 6 so that you’re logged in to the Computing

Cluster when we start the course
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An intermediate level workshop to the Unix operating system
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OBJ ECTIVE @E'z‘grsmg

* The objective of the course is to build on basic knowledge and enhance
the user’s understanding of the Unix operating system to be able to

 understand the login process

» transfer and manage their files

 explore user accounts, groups and file permissions
understand the shell

manage processes

understand the environment

redirect command output and errors

« write shell scripts with increased complexity
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COURSE OVERVIEW - o

» Getting started and logging in
» Unix Basics recap
* Lecture 1
*  MobaXterm
* File management practices
« Users, groups & permissions
« Get to know your shell & manage your processes
* Short Break

* Lecture 2
« Advanced practices in shell scripting
* Practical

« A short exercise using materials from Lecture 2
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B3 Reading
GETTING STARTED

* Choose ‘MobaXterm’ from AppsAnywhere and click on ‘visit website’
* Click on the blue ‘Portable Edition’ button which starts the download
* Open your ‘Downloads’ folder and extract the MobaXterm zip folder

* Double click the MobaXterm executable in the extracted folder

* You should now have the MobaXterm Window.

* You can customise the appearance of the terminal window by going to
Settings-> Configuration and click the “Terminal’ tab.

* Here you can customise the terminal window to your needs.

5
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B3 Reading
LOGGING IN

* Click ‘Start Local Terminal’ and then at the screen prompt enter
ssh -X cluster.act.rdg.ac.uk

 Enter your password and you’ll see a message that you're connected to
the 'Reading Academic Computing Cluster’

* You'll see your bash shell prompt, which looks something like this:
[username@racc-login-0-1 ~1%

6

LIMITLESS POTENTIAL | LIMITLESS OPPORTUNITIES | LIMITLESS IMPACT



B3 Reading
UNIX BASICS RECAP

» Usually, you are in your home directory when you log in to a Linux machine.
« Key commands:
pwd — Which directory am | in?
» cd — Navigate the directory structure.
* Is — List contents of a directory.
« mkdir — Create a new directory.
» cp — Copy files and directories.
« mv — Move files and directories.
* rm — Remove files and directories.
- chmod — Change permissions of files and directories.
Use command options to alter functionality, e.g. ‘cp -r’, ‘Is -I
Use the up/down arrow keys to call previously used commands.
Use the ‘TAB’ key to autocomplete commands and file or directory names.

Redirect output to files: use >’ to write/overwrite files and >>’ to append after
existing text. 7
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B3 Reading
MOBAXTERM - OPTIONS

* Display options:
* From the ‘Settings’ menu select the “Terminal’ tab. Here you can
customise the font size, type and colours of the MobaXTerm display.

« Session options:

* In the ‘Session’ menu you can create and save different types of
connections to the remote host. E.g. you can create an ssh session
such that you do not have to type the connection details in the
command window.

* Note the sftp tab that appears on the left when you are in an ssh
session on a remote machine. A sftp connection is created
automatically with each ssh connection. Simply drag and drop the
files across to move the files between the local and the remote
machine, e.g. between your PC and the cluster.

8
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B3 Reading
MOBAXTERM - SSH

« 2 ways of setting up ssh sessions:

1. Select ‘Start local terminal’ on the main screen and connect with the
command ssh -X cluster.act.rdg.ac.uk

2. Select the ‘SSH’ option from the ‘Session’ Menu and enter
cluster.act.rdg.ac.uk in the remote host window. You have access to
advanced settings in the tabs below. Once you click ‘OK’, a new terminal
tab will appear in the main window with a password prompt.

« X11 graphics forwarding:

* In the above sessions we used ‘-X’ in the command line or ticking the box
with X11-forwarding (by default it is ticked) in the advanced ssh options in
the session settings window to enable graphics forwarding from the cluster
to your local machine.

 This allows graphical user interfaces from software on the cluster to be
displayed in a separate window on your local machine.

* You can test whether this is working with the command ‘xclock’ or ‘xeyes’,
which should open small display windows (check the bottom tab!). 9
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GOOD FILE MANAGEMENT PRACTICE

» The Unix command line does not have a ‘Recycle Bin’ as Windows
does: this means when you delete a file or directory using ‘rm’ it is gone
forever!

 To protect yourself against accidental deletion it is recommended that
you always copy (‘cp’) files instead of moving (‘mv’) them: if the system
glitches during a move you could lose your data.

* Tip: You could create your own ‘Recycle Bin’ by making a directory
called ‘Recycle Bin’ in your home directory, then set up your own
command to move files into it. By the end of this workshop you should
be able to do this!

» Different desktop environments might have recycle bin, but this will only
work when you delete files from the GUI and not via command line.

10
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B3 Reading
FILE MANAGEMENT WITH RSYNC

 ‘rsync’, short for 'remote sync’, is a remote and local file synchronization tool
with many advanced options. It is a more advanced alternative to ‘cp’ to copy
your data. It can be used to create your own backups or to move large data sets
between machines, over the network. Let's create some test directories first to
explore rsync further:

$ mkdir dirl
$ mkdir dir?2

« We fill dir1 using the ‘touch’ command, which here simply creates 100 empty
files:

$ touch dir1/file{1..100}
* Now we can sync dir2 with dir1 using ‘rsync’:
$ rsync -a dirl/ dir2

* Note: The /" is important here as you want to rsync what'’s inside dir1,
otherwise dir1 gets placed into dir2 and you end up with a subdirectory.

* The ‘-a’ flag stands for ‘archive’ and works recursively like ‘-r’ but preserves
symbolic links, file permissions and modification times. 11
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B3 Reading
RSYNC OPTIONS

 Always double-check your rsync command before executing it on important
data. You can use ‘-n’, which is a dry run option and the -V’ flag (for verbose) to
see the details of what is being done with your files:
$ rsync -avn dirl/ dir2

* You can reduce the network transfer time by adding the ‘-z’ option, this
compresses files during the transfer to gain a speedup. This is useful when
copying files to another Unix machine:
$ rsync -avz dirl/ another_machine:/dir2

« Rsync will only copy new files or files where changes have been made, so you
can resume interrupted transfers on large directories

* The '-P’ flag combines '—progress’ and '—partial’. The first of these gives you a
progress bar for the transfers and the second allows you to resume interrupted
transfers (for large files):

$ rsync -azP dirl/ dir2
« Rsync has many more options, have a look at its documentation before you use
it. 12
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B3 Reading
USERS & GROUPS - ID

* The unix system identifies a user by a value called a user identifier
(UID) and identifies a group by a group identifier (GID).
* These are used to determine which system resources a user or group

can access. The number values are tied to usernames and security
group names.

* You can find out which groups a user belongs to with the ‘id’ command.

« Example:
$ id dk913223
$ uid=60234(dk913223) gid=14903(vis)
$ groups=14903(vis),12838(it), 46803 (it-act)..

* You can do this for any user when you know the username.
13
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B3 Reading
USERS & GROUPS - FINGER

* You can find out more detailed information about a user with the ‘finger’
command.

« Example:
$ finger dk913223
Login: dk913223 Name: Maria Broadbridge
Directory: /home/users/dk913223 Shell: /bin/bash

» ‘id” and ‘finger’ are very useful when you want to give another user
access to your files.

14
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B3 Reading
PERMISSIONS - RECAP

* You can see file permissions with the ‘Is —I' command. Let’s create a file
and look at the default permissions.

« Example:
$ touch myfile
$ 1s -1 myfile
-rw-r--r-- 1 dk913223 vis 0 Mar 10 13:01 myfile

 The first -’ denotes that this is a file (otherwise it is ‘d’ for directory or ‘I
for symbolic link).

* Then, 3 sets of dashes/letters denote the permissions: The first set of
three applies to the user (you), the second to group access and the third
to everyone.

« Where permissions are given, they are ‘r’ for read, ‘w’ for write and “x
for execute. 15
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B3 Reading
CHANGING PERMISSIONS - CHMOD

* You can change permissions of files that you own with the ‘chmod’ command.
To change directory permissions for everyone, use ‘U’ for users, ‘g’ for group, ‘0’
for others, and ‘ugo’ or ‘a’ for all. Use '+’ to give permissions and ‘-’ to remove
them.

* Examples:
$ chmod u+x myfile Give execute permission to yourself.
$ 1s -1 myfile
-rwxr--r-- 1 dk913223 vis 0 Mar 10 13:01 myfile

$ chmod o-r myfile Remove read permissions for others.

$ 1s -1 myfile

-rWXr----- 1 dk913223 vis 0 Mar 10 13:01 myfile

$ chmod a+rx myfile Give read and execute permissions to everyone.

$ 1s -1 myfile

-rwxr-xr-x 1 dk913223 vis 0 Mar 10 13:01 myfile .
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B3 Reading
CHANGING PERMISSIONS - CHGRP

* You can change the group ownership of a file or directory with the ‘chgrp’
command. This is useful if you want to share your files with members of a

security group.
« Examples:
$ 1s -1 myfile
-rwxr-xr-x 1 dk913223 vis 0 Mar 10 13:01 myfile
$ chgrp it myfile Changes the group ownership from ‘vis’ to ‘it’.
$ 1s -1 myfile
-rwxr-xr-x 1 dk913223 it 0 Mar 10 13:01 myfile

» Recursively change the group ownership of dir1 and everything it contains to ‘it’:
$ chgrp -R it dirl
$ 1s -1 dirl
-rw-r--r-- 1 dk913223 it 0 Mar 10 13:01 filel
-rw-r--r-- 1 dk913223 it 0 Mar 10 13:01 filelO® .. 17
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B3 Reading
PERMISSION SAFETY RULES

» Write permissions mean that someone can overwrite your work or
delete your file.

» Be cautious who you give permissions to:
* Only give write permissions to groups you trust.
- Keep your important files writeable for you only.

* In general, it's NEVER a good idea to give write permissions to
‘others’. Everyone would be able to modify your files!

* If you do need to give write permissions to everyone in an
exceptional case, dedicate a separate folder for it.

18
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B3 Reading
THE SHELL

* The shell is a program whose primary purpose is to read commands and run
other programs. It is designed as a command line interpreter, to allow you to
interactively control your files, processes, environment etc., but it is also a fully
functional programming language that can be used to write scripts.

* When a user logs into the system, a shell program is automatically executed for
the duration of the session. When you launch another program from the shell,
the control might be passed to that program and it is returned to the shell when
the program exits.

* Upon login, the user is presented with a prompt, indicating that the shell is
waiting for input:
[username@racc-login-0-1 ~]%

« Typically, the shell uses $ as a prompt symbol. Some machines may have
adopted a different symbol, e.g. "> is fairly common.

» The UoR linux systems generally use bash, but other popular shells are ksh,
Tcsh/csh and zsh which all have slightly different features.

19
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B3 Reading
ENVIRONMENT VARIABLES

- Environment variables are used to allow passing of information to processes,
e.g. they can contain search paths used to inform the shell or other programs
where to look for executable programs and libraries, or they contain various
options for software

* The shell has commands to manage the environment variables and some of
those commands are related to the syntax used with shell variables. But you
need to be aware of the differences: shell variables are local to, and specific to
the shell, while the environment variables are more than that.

« Each process has its own set of environment variables. It inherits them from its
parent process, can modify them, and passes a copy of the environment to the
child processes. This is used when you manage the environment in your shell
session. The changes you make in the environment are intended to be inherited
by the child processes started from your shell. That way you use environment
variables to control the programs started from the shell.

20
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B3 Reading
ENVIRONMENT VARIABLES

* The 'env' command shows the currently set environment variables. For
example, USER is your username, and HOSTNAME is the computer you're

using. Many environment variables are set for you in startup scripts.

* Environment variables attached to your shell process can be displayed in the
same way you display the shell variables, e.g. with the ‘echo’ command:

$ echo $SHELL
/bin/bash

* Environment variables are inherited by any programs you start, the programs
can access them with calls or functions.
 However, the shell cannot inherit environment variables from its child

processes.

21

LIMITLESS POTENTIAL | LIMITLESS OPPORTUNITIES | LIMITLESS IMPACT



B3 Reading
ENVIRONMENT VS SHELL VARS

 To better illustrate the difference between the shell and environment
variables, let's create a variable in our shell:
$ MYVAR=‘test’
$ echo $MYVAR
test

* The ‘printenv’ command can be used as a quick check if a variable is an
environment variable:

$ printenv $MYVAR

« The above command has no output, indicating that SMYVAR is a shell variable
only. To make $MYVAR an environment variable, use the ‘export’ command:

$ export MYVAR
$ printenv MYVAR

test

* Now $MYVAR is an environment variable and can be inherited by child
processes. -
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B3 Reading
THE PATH

« The PATH is a special environment variable which tells the shell where to look
for programs.

$ echo $PATH
/usr/local/bin:/usr/bin:/usr/local/sbin:/usr/sbin..

* If you want to add a folder of your own to the default path, always append it to
the existing path. Do not just attempt to define it, as it will override the current
value and the system wont be able to find many utilities until you start a new
shell.

$ export PATH=$PATH:/new/directory/path

- The above command redefines the PATH by first calling the existing $PATH
variable, appends the new directory following a colon and uses ‘export’ to
communicate it to the shell.

23
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B3 Reading
THE .BASHRC FILE

* If you have environment variables that you want to
define/change/amend persistently so that they are available every time
you log in, you can define and export them in the .bashrc file.

» The .bashrc file is a hidden file in your home directory, which you can
create to manage your environment. On some systems it might be
created four you automatically. It is a script that gets sourced every time
you start a new terminal session in interactive mode.

* As well as exporting your environment variables, you can also use the
.bashrc file to define aliases for commands you frequently use (see Unix
Basics workshop) and more advanced options for customising your
shell.

24
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B3 Reading
MANAGING PROCESSES - TOP

« Commands, running applications and any piece of running code is seen
as a process in the Unix operating system. There are a number of
useful commands that can display running processes, kill them, and
change their priority level.

* The 'top’ command is the traditional way to view your system’s resource

usage. Top displays a list of processes, with the ones using the most
CPU at the top.

* You can type ‘U’, followed by your username to see your own
processes.

» To kill a process, type ‘k’, followed by the process ID (PID), which is
the identifier of the process, and confirm with 'Enter’.

* You can only kill your own processes, not anyone else’s.

* You can exit top with ‘q’ or ‘ctrl-c’.
25
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B3 Reading
MANAGING PROCESSES - PS

* The ‘ps’ command lists running processes.

 ‘ps’ shows you your own processes, while ‘ps —A’ shows you all
running processes on the system.

* You can combine ‘ps’ with ‘grep’ to search for a specific process, for
example how many times the gedit editor is run:

«$ ps -A | grep gedit

* Processes can be aborted using the kil command and the PID. You
can get the PID from the 'ps’ or 'top’ commands

» Again, you can only kill your own processes.

26
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B3 Reading
MANAGING PROCESSES - TIPS

» There are a few helpful shortcuts and commands to abort processes, to put
them into sleeping state (stop) or to put them in the background or foreground.

* Let’s test some of them with the ‘xeyes’ application:
 ‘xeyes’ followed by ‘ctrl-c’ first launches and then aborts xeyes.
- ‘xeyes’ followed by ‘ctrl-Z’ first launches and then stops xeyes.
* ‘bg’ resumes xeyes but puts it into the background.
» ‘fg’ calls the xeyes application back into the foreground.

* You can also put processes into the background when you launch them by
appending ‘&’ to the command: ‘xeyes &'.

* If a job is running in the foreground, you do not have access to the command
prompt. By running jobs in the background, you regain access to the command
prompt.

* Manage your processes: don'’t leave jobs running in the background when you

don’t need them!
27
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B3 Reading
STREAMS AND REDIRECTING

* In Unix, when a process a is created, by default it obtains three
standard input/output streams.

* These streams are assigned numbers and are always as follows:
0 : stdin — here your program is waiting for input
* 1 : stdout — the program output
« 2 : stderr — the program error messages.

 Typically, the stdin is accepting input from the keyboard and stdout and
stderr are displayed on the screen.

28
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B3 Reading
STREAMS AND REDIRECTING

* We have seen before how to redirect output streams from commands
using the pipe symbol and the right and left arrows.

* Some examples:
* Redirect standard output to standard input of another process:

$1s a _very big directory | more

* Redirect standard output to a file:
$1s a_very big directory > dir_contents.txt

« We will see how to manipulate stdin, stdout and stderr in the next slide.

29
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B3 Reading
STREAMS AND REDIRECTING

» Consider the earlier instruction ‘1s a_very big directory’.

* If ‘a_very big_directory ‘ is misspelled, the instruction will produce an error
which you will see on the screen. However this is not always desirable,
especially within scripts, as the script may stop or put many error statements
into the output file.

» This can be avoided by redirecting the error stream to a text file, using the
notation ‘2>’. The following will produce a ‘clean’ output file and the error
messages are directed to a separate file:

$1s a misspelt directory > output.txt 2> errors.txt

* You won'’t see any screen output from the above statement as it has been
redirected into two files.

 output.txt contains the screen output from the command and errors.txt contains
the error that normally would appear on the screen.

30
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B3 Reading
STREAMS AND REDIRECTING

» The other possibility is to redirect both stdout and stderr to the same file using
the ‘&’ operator:

$1s a misspelt directory 2&>1 output.txt

* Now whether the directory spelling is correct or wrong the results will end up in
the output.txt.

* Nothing will appear on the screen as both streams have been redirected to the
output.txt file.

» Redirecting output and separating stderr from stdout can be useful for
debugging as it is a way of keeping a log of errors and output from your
commands or scripts.

 Using redirection inside a script is especially useful if you have many processes
within it as you have an easy way of tracking where errors might have occurred
(e.g. file permission errors) and you can supress the error screen output which

might interrupt your script.
31
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B3 Reading
SHELL SCRIPTING

* In the Unix Basics Workshop, we have seen how a shell script can be used to
work through a series of instructions. Here we will take this idea a little further
and expand the functionality of an initially simple shell script.

» To begin, let us create the classic ‘Hello World’ script.
» Use a text editor (e.g. gedit) and enter the following:

#!/bin/bash
echo Hello World!

» Save this script as process_input.sh
» Change its permissions to make it executable with:

$chmod a+x hello _world.sh

* Now you can execute the script:
$./process_input.sh
Hello World!
« [ translates as “execute the following in the current directory” 30
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B3 Reading
SHELL SCRIPTING - INPUT ARGS

 Earlier in the course you have used commands with some additional text, such
as ‘Is —| *.txt’, where ‘Is’ is the command, ‘—I' and “*.txt’ are called arguments to

the command.
» Shell scripts can also take arguments in a similar fashion. Note that the switch,
~I’, is also an argument.

* Unix has special syntax for the arguments it receives, each one is prefixed by a
$ symbol followed by a number which denotes its position. $0 is always the
name of the script itself, in our case it is process_input.sh.

* Re-open process_input.sh in gedit and amend it to the following:

#!/bin/bash

echo $1 $2
* Now you need to provide arguments for the echo command when you run the
script:

$./process _input.sh Hello World

Hello World 33
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B3 Reading
SHELL SCRIPTING - VARIABLES

* The previous step shows how input arguments are converted to variables in
your script (which are prefixed by ‘$’).

* You can define your own variables inside the script, e.g. myvar="Fred”, and you
can call a previously define variable by prefixing the ‘$’.

* Re-open process_input.sh in gedit and amend it to the following:

#!/bin/bash
myvar=“Hello”
echo $myvar $2

* Now our script can take a command line argument as well as our script variable:

$./process _input.sh Fred
Hello Fred

* Note: there should be no space on either side of the ‘=" sign.

34
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B3 Reading
SHELL SCRIPTING - TESTING VARS

» Often you need to test input variables to make sure that they have a certain
property such as being a valid file, or a number, or that they exist at all!

* Unix provides a special syntax for each case and to save some typing we will
use a ‘crib sheet’ to copy the basic form of the statement and modify it to suit.

* Go to https://devhints.io/bash and copy the skeleton code for testing the number
of arguments and the if syntax.

* We will use the ‘if statement’:
if [[conditional test]]
i
* ‘fi’ denotes the end of the if statement.

* We will also use the syntax for counting the number of arguments: $# - see crib
sheet under Functions -> Arguments.

35
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B3 Reading
SHELL SCRIPTING - TESTING VARS

* Re-open process_input.sh in gedit and amend it as follows:

#!/bin/bash

myvar=Hello

if (( $# < 1 )); then
echo You must enter at least one argument!
exit

else
echo $myvar $1

fi

* Now ./process_input.sh alone will give you a warning that you didn’t enter
any arguments.

* However . /process_input.sh Fred should give you ‘Hello Fred’ as
before.

36
LIMITLESS POTENTIAL | LIMITLESS OPPORTUNITIES | LIMITLESS IMPACT



B3 Reading
SHELL SCRIPTING - LOOPS

* We will now create an example script to loop over files in a directory and look
for files which contain the target phrase ‘xmas’.

 Remember that we can use ‘grep’ to do this: grep xmas filename

« Start by creating some files that contain the word ‘xmas’ in your current working
directory which contains the shell script.

* This should now be familiar to you from earlier examples.

* You could do this via command line, e.g.:
echo we wish you a merry xmas > christmasl. txt

* Do the above for a few files with different file names.

* Alternatively use a text editor and create several files.

37
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B3 Reading
SHELL SCRIPTING - TESTING FILES

» Create a new script called process_files.sh in gedit and enter the following:

#!/bin/bash
for file in ./*.*; do
myresult=%$(grep xmas $file)
if [[ -n "$myresult" 1]; then
echo “%$file contains xmas”
else
echo “file does not contain xmas”
fi
done

Now ./process files.sh will loop through files in the current directory and
display whether the file does or does not contain the word ‘xmas.
38
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B3 Reading
SHELL SCRIPTING - TESTING FILES

» Things to note about the previous script:

for file in ./*.*; do
This loops through all files in the current directory. Here, ‘file’ is a variable and

could be called any legal variable name, e.g. f.

myresult=%$(grep xmas $file)
This puts the result of the grep statement into the variable ‘myresult’ via the

$(....). Again, note that there should be no space on either side of ‘=*, otherwise
this line will result in an error message.

if [[ -n "$myresult" ]]; then
This gets the contents of myresult as a string then applies the test for a non-
empty string -n’. If it is true (i.e. ‘myresult’ is not empty), then the statement that

follows is applied. See the crib sheet for more information.
39
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PRACTICAL B

» Modify the shell script process_input.sh using the crib sheet to test input
arguments for various things such as ‘is it a file?’, ‘is it not a file?’, ‘is it a
number?’. Use the ‘Conditionals’ and ‘File Conditions’ sections on the crib
sheet.

« Combine the two scripts from this lecture such that one script calls the other in a
for loop to process a file.

 Hint: Open both files in gedit so you can cut and paste across: this is
commonly called ‘hacking’ ©

« Use the ‘if statement from process_files.sh in process_input.sh to test for
the existence of the word ‘xmas’.

» Use the directory name as the input variable in the for loop, i.e:
for $file in $1; do

» Modify process_files.sh to take a directory name as an argument, test that it is a
directory (with [[ -d $1 ]11])and then process the files within it using the for
loop from process_input.sh.
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THE END!

* Happy Bashing! ©
* Please give us your feedback by following this link below:

« https://forms.office.com/Pages/ResponsePage.aspx?id=xDv6T_zswEiQ
gPXkP_KkOX7ArvOm3cbpHnixhCNWKRS9UNjFCNjg2V1E1NkhSTIdFU
UFORFBRRzIXUy4u
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